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What if you could:

Deploy and configure infrastructure for 
any type of workload (traditional or AI) 
in minutes, anywhere?

Continuously identify and close 
security gaps?

Give your staff the ability to 
accomplish more without creating 
additional burdens?

Monitor and track energy consumption 
while controlling power management 
across your server fleet?

Operate and monitor your on-premises 
and edge environments from one 
dashboard?

Address potential hardware, OS, or 
software issues before they impact users, 
or minimize them when they occur?



You can do all of this with…

Cisco Intersight®
See, control, and automate your Cisco UCS®, converged, and hyperconverged 

infrastructure throughout its lifecycle—wherever it is—from one place
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AI-driven capabilities in Intersight

PSODCN-10125

Deliver predictive insights
HCL alerts, contract status

Predict potential failures

Enriched topology view with network bandwidth/utilization

Give contextual alerts, enhance security
Custom field notices, security advisories

Self-heal
Proactive RMAs

Automate routine tasks

Automatic log collection, Connected TAC

Deliver real-time and historical metrics
Analyze performance, troubleshoot, forecast and budget



IT operations. Simplified.
Cisco Intersight®

Automate
deployments, 

configuration, workflows, 
and day-0 to day-N tasks

Control 
your 

global infrastructure 
from one place, 

24x7x365

See
your global data center 
and edge environments

in one dashboard



Work 
from 
home 

Serwery Cisco 
UCS



High Level Cisco UCS Topology

Cisco UCS 
Fabric 

Interconnects (FIs)

Cisco UCS X-Series 
Chassis

Intelligent Fabric Modules (IFMs)

25 GbE (Back of chassis IFM to FI)



Stateless Computing

SIM Card
Identity for a phone

Profiles
Identity for a server

Intersight Server Profiles

Network Policy

Storage Policy

Server Policy



Profiles

Fabric Interconnect

Chassis

Rack Server

Configures a Fabric Interconnect pair through reusable 
policies - Streamlining the deployment of Fabric 
Interconnect pairs, while allowing for configuration of the 
ports, port channels, and configuration of the VLANs and 
VSANs in the network

Domain Profiles

Enables chassis policies for an Intersight Managed 
Mode claimed chassis (B-Series and X-Series)

Chassis Profiles

Built of policies and pools and used to define the desired 
configuration and map that configuration to a target 
server

Server Profiles

Server Node



Server Profile
Template

BIOS

Boot

NTP

LAN

SAN

SNMP

LDAP

Storage
vKVM

Hardware

Power

Server Profiles

Server Profile Templates

11

Policy-based configuration of UCS servers



UCS Management with Intersight

Rack Server

IMC

C-Series Standalone Mode

UCS Rack Servers

Configuration Operations

Intersight Managed Mode (IMM)

Fabric InterconnectFabric Interconnect

UCS Rack Servers

Device 
Console

Configuration Operations

UCS Blades
(X-Series)

UCS Blades
(5108)

UCSM Managed Mode (UMM)

Fabric InterconnectFabric Interconnect

UCS Manager

Configuration Operations

UCS Rack Servers

UCS Blades
(5108)



Targets

Any endpoint that is connected to Intersight

Network

API

Storage

Compute

Database

Ansible

python

PowerShell



Work 
from 
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Operacje na 
serwerach



Work 
from 
home 

Aplikacja mobilna



Intersight Mobile App

Visibility 
on the go 

Monitor and view resources 
managed by Intersight, 
anytime and anywhere 

Faster time 
to resolution 

View centralized alarms 

Open support case 
from anywhere 

https://play.google.com/store/apps/details?id=com.cisco.intersight.prod
https://apps.apple.com/us/app/cisco-intersight/id1476744248
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Monitorowanie 



• Monitor and visualize metrics for Fabric 
Interconnects and servers managed as IMM 
domains

• Leverage Metrics explorer to monitor your 
device, optimize performance and identify 
bottlenecks

• Proactively address potential issues

• Create custom metric queries to obtain 
specific data

Overview

“Energy-efficiency focus is 

going to expand to include 

the IT equipment itself.”* 

*Networkworld, January 2023 



• Metrics collected from Fabric 
Interconnects and Servers through 
device connecters and stored in 
Intersight at fixed time intervals

• Enables retrieving the statistics for the 
metrics and customer metric query 
creation

• During an outage, the device 
connecter rolls up the data with a lower 
granularity

Data Collection Process on Intersight

Supported Metrics

Device Connector

Metric Explorer Dashboard

Cisco Intersight

Datastore

Metric Data

Endpoint

https://intersight.com/apidocs/introduction/supported-metrics-overview/
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Wizualizacje 
(dashboard)
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Intersight 
(SaaS or Appliance)

Network

mgmt

NXOS
Intersight Network 

Agent (INA)
DC

Proxy
EP

Proxy

DC (For IMM Mode)

Fabric Interconnect

New to support IMM

DC: Device Connector
EP: End Point
Redfish: Redfish Servers

Existing UCSM Components

Legend

Intersight Managed Mode Architecture

CIMC

VIC

DC

CIMC Functions

Redfish

VIC Functions

Redfish

C-Series

CIMC

VIC

VIC Functions

IOM

CMC Func

Redfish

IOM

CMC Func

Redfish

DC

B-Series Chassis (5108)

DC

Redfish

CIMC Functions

Redfish

B200

2408 220x/2304

X-Series Chassis (9508)

CIMC

VIC
Redfish

IFM

VIC Functions

CMC Func

Redfish

DCDC

Redfish

CIMC Functions

X210c

9108



• Standard, Scalable, Secure replacement for IPMI

• RESTful API with JSON-formatted data

• Modern replacement for the UCS XML API

• Supports OEM/vendor extensions

• VIC management

• Firmware management

• Custom actions (Reset CMOS, Clear TPM, …)

• Available on many server platforms

• Support for third-party servers (C890 M5, Dell, HPE)

Why Redfish?



SaaS-driven configuration and operations

Fabric Interconnect Attached Compute

Stand-alone 
Compute / Network 

Infrastructure

Hyperconverged

But, how?



Fundamental Intersight concept

Intersight must be able to:

• Perform actions against targets

• Listen for messages from Targets 

Two components are required:
1. Native API at target

2. Secure connection mechanism from target Cisco Target

Native API

Action MessageWhat makes this possible?



• A very light and autonomous 
piece of software allowing:

• Communication with the Intersight 

portal, wherever the portal is.

• Capability of inserting tasks / calls 

against the infrastructure (UCS 

Manager, Cisco IMC Software) via 

the pluggable / extensible 

framework

Device Connector: Overview

Key Features

• Bundled with Firmware

• Embedded Product Feature

• Secure Communications

• Self Updated

• Autonomous Check-In



Part of Firmware/Management SW
• UCS Manager

• Standalone IMC

Connects to a known cloud 
management location (specific URL)

Device control of connectivity
• Device outbound initiated connections

• HTTPS on port 443 or through proxy

How is the Device Connector Deployed?



Device Connector Connectivity (Intersight.com)

Cisco Target

Native API

Device 
Connector

Internet

Device Connector connection:
• Highly secure
• Outbound single-destination 

HTTPS URL

• Port 443 tunneled with TLS 
1.2

• Durable websocket enabling 
bi-directional communication

Device Connector is built-in

• Lightweight software

• Embedded in target management 
plane

• Delivered with management plane 
firmware



Cisco Target

Target claim process

Intersight User

Native Interface

Device 
Connector
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Intersight Consumption Models

SaaS
Connected
Appliance

Private
Appliance

On
Premises



Fabric Interconnect Attached Systems

Architecture – SaaS 

C Series Server

UCS Manager (API)

Device 
Connector

BMC
(API)

Device 
Connector

HX Cluster

HX Storage 
Controller VM

(API)

Device 
Connector
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Intersight Portal
- Recommendation Engines
- Policy Management
- RBAC
- Licensing
- Automation
- Monitoring
- Analytics
- Etc.

SaaS

• Case Open
• Contract Status
• Proactive RMA
• TechSupport / Log Upload

TAC

• Driver / Firmware Updates

HCL Intelligence

• PSIRT
• Software Deferrals
• Field Notices

Advisories

Customer Premises

Cisco / Cloud



Intersight EMEA region

Intersight hosted in Virginia, USA 

USA

Intersight hosted in Frankfurt, Germany

Germany



Fabric Interconnect Attached Systems

Architecture – Connected Virtual Appliance (CVA)

C Series Server

UCS Manager (API)

Device 
Connector

BMC
(API)

Device 
Connector

HX Cluster

HX Storage 
Controller VM

(API)

Device 
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Intersight Portal
- Recommendation Engines
- Policy Management
- RBAC
- Licensing
- Automation
- Monitoring
- Analytics
- Etc.On-Prem

Connected Appliance

• Case Open
• Contract Status
• TechSupport / Log Upload

TAC

• Driver / Firmware Updates

HCL Intelligence

• PSIRT
• Software Deferrals
• Field Notices

Advisories (roadmap)

Device Connector

intersight.com 



Fabric Interconnect Attached Systems

Architecture – Private Virtual Appliance (PVA)

C Series Server

UCS Manager (API)

Device 
Connector

BMC
(API)

Device 
Connector

HX Cluster

HX Storage 
Controller VM

(API)

Device 
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Intersight Portal
- Recommendation Engines
- Policy Management
- RBAC
- Licensing
- Automation
- Monitoring
- Analytics
- Etc.

• Case Open
• Tech Support / Log Upload

(Manual Upload)

TAC

• Driver / Firmware Updates
(Packaged in Appliance)

HCL Intelligence

• PSIRT
• Field Notices
• Software Deferrals

Advisories (roadmap)

Device Connector

intersight.com 

On-Prem
Connected Appliance



Multi-Node – Single Site / Multi Site

Intersight ApplianceIntersight Appliance

compute storage network

Intersight Appliance

SITE A

compute storage network

SITE B
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Ensuring data is transmitted 
and stored securely Bezpieczeństwo



Key features in Cisco Intersight security architecture

Use of industry-standard 
security protocols

Compliance with 
stringent Cisco® InfoSec 

security and data 
handling standards

Encryption of all data



Intersight Certifications

https://cloudsecurityalliance.org/star/registry/cisco-systems/services/cisco-intersight/
https://cloudsecurityalliance.org/star/registry/cisco-systems/services/cisco-intersight/


Cisco Trust Portal
Intersight Security Compliance

TRUST PACKAGE - Use 
this content to address 
security and privacy 
compliance questions 
regarding Intersight

https://trustportal.cisco.com/c/r/ctp/trust-portal.html?search_keyword=Intersight#/trustpackage/0308466350467987


Virtual Appliance: Minimum Data Collected by Intersight

From Intersight Virtual Appliance •The appliance ID (Serial Number)
•The IP address of the appliance
•The hostname of the appliance
•The device connector version and public key on the appliance

Appliance Software Auto-Upgrade Version of software components or the services running on the 
appliance

Appliance Health •CPU usage
•Memory usage
•Disk usage
•Service statistics

Licensing Server count

Information about the endpoint device •Serial number and PID (to support Connected TAC)
•UCS Domain ID
•Platform Type
•TAC Tech Support Logs (when support cases are opened)

Note: Refer to Addendum 1 of the privacy data sheet

https://trustportal.cisco.com/c/r/ctp/trust-portal.html#/1572927250595522


Additional Endpoint Data Collected by Intersight 
(SaaS and Appliance if enabled)

System Inventory • Part number
• Serial Number
• Description
• Physical location (within enclosure) for interconnects, chassis, and all server 

components

System Configuration (how the user 
has setup the system)

• Operational state for all system components (present, not present, power state)
• MAC, WWN, and IP addresses for any network interfaces
• Resource pool, policy, and logical configuration of the interconnect/chassis/servers
• Service Profile states and assignments
• Virtual Machine states and assignments
• Firmware and driver versions

• Driver version information is limited to Cisco owned or maintained components
• Management Network service configuration and status

System Statistics (how the system is 
currently being used)

• Interconnect/chassis/server/VM utilization

System Events (notifications 
generated by the system including 

faults)

• Hardware, Firmware, and Software faults
• System Event Logs
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Ensuring data is transmitted 
and stored securely Kontrola zasobów



• Flat structure (no hierarchy like in UCSM/Central)

• Logical container to hold:

• Logical resources (policies / pools / profiles / …)

• Physical resources (servers, storage, …)

• Grouped into Resource Groups

• A physical resource can belong to multiple organizations

• Used to perform Role-Based Access Control

• Users are assigned Roles (set of Privileges)

• Roles are assigned a Scope (”all” or a list of organizations)

Organizations in Intersight

Org
“default”

Org
“Linux”

Org
“Windows”

Org
“ESXi”



© 2023  Cisco  a nd/or its af filiates. All rights rese rved.   Cisco  Con fident ial Work 
from 
home 

Role-Based Access Control with Intersight

45BRKDCN-2938

Resource GroupRole

Organization

Privilege

Privilege

User

Resource Group

Role

Organization

Privilege

Privilege
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Ensuring data is transmitted 
and stored securely 

Powiadomienia 
(advisories)



Protection. Security. Transparency.

A dedicated, global team that receives, investigates, 
and publicly reports security vulnerability information 
that is related to Cisco products and networks.

PSIRT is notified 
of a security 

incident

PSIRT prioritizes 
and identifies 

resources

PSIRT coordinates 
product impact 
assessment and 

fixes

PSIRT notifies 
customers and the 

public 
simultaneously

Incident Handling Process

Security advisory 
is posted to 
Intersight

Cisco PSIRT: Product Security Incident Response Team



• Prevents being blindsided by a known security issue

• Easily provide a list of affected devices to SecOps for remediation 
tracking and auditing

• Provides workarounds and a curated list of assets custom to the 
environment

• Prevents noise by only showing advisories relevant to the 
environment

Security Advisories
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Compliance



• Display hardware compliance status for your Cisco UCS and 
Hyperflex systems

• No manual and error prone HW compatibility checks

• Avoid running into known issues, security threats and minimize 
downtime

• Keep the system running the latest supported version

• Get compliance checks with driver recommendations

Hardware Compatibility Lists (HCL)



• Alerts users about EOL and EOS support dates for Cisco Hyperflex Data Platform software 
releases

• Display only the EOL advisories in the current organization for the logged-in user

• Advisories for affected devices in Intersight are created/deleted every 6 hours

• Advisories for CVA are updated during regularly scheduled appliance upgrade

• Advisories for PVA are updated only when the version of the appliance is upgraded

End of Life Advisories

End of Life Advisories List

https://intersight.com/help/saas/resources/cisco_end_of_life_advisories#ucs_product_family_end_of_life_advisories


• Alerts users about endpoint 
devices that are impacted by 
supported filed notices

• Allows datacenter administrators 
to stay ahead of potential 
hardware issues

Supported Cisco Field notices

Field Notices

https://www.intersight.com/help/saas/resources/cisco_field_notices#supported_cisco_field_notices


Work 
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Audytowanie i 
powiadamianie



• Single source of truth for 
what has been created, 
updated or deleted

• Good data source for 
compliance and audit 
requirements

• Available only to 
account admins

Audit Logs



• Configuring email 
notifications to generate 
alarms when system 
events occur

• Events are collected in a 
sliding time window of 10 
seconds

• An email address can be 
associated up to 100 
alarms

• Limitations

• Three emails per rule

• Five rules per account

Email Notifications



• Webhooks are notifications 
that set up integration 
between software in your 
local environment and 
Intersight

• When an event is 
triggered, Intersight sends 
an HTTP post request with 
a payload containing event 
content to the webhook 
destination

• For restrictive firewall or 
proxy server settings, add 
IP address 34.198.174.38 
or domain name 
outbound.intersight.com

Webhooks
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Optymalizacja 
wsparcia



Cisco Intersight: enhanced support
Connected TAC

Automated transmission of technical 
support files to the Cisco Technical 
Assistance Center (TAC) for accelerated 
troubleshooting including proactive 
alerting and remediation



Issue Resolution: TAC Support

Intersight (2 ways to handle issues)

Open a TAC 
case

Enter your 
system details

Manually collect 
logs

Upload large log 
file to Cisco

TAC analyzes Wait…

Open a 
case

Enter your 
system 
details

TAC collects 
and 

analyzes 

System proactively 
informs you of 

issues

Automatically 
authorizes RMA for 

faults

* Saves customers > 45 mins per case



Cisco Intersight + TAC real-world example

2018-12-DD 01:25 +12 Minutes

Case opened:
XXXXXX244

Diagnostic data 
automatically collected

Firmware upgrade 
identified to resolve known 

issue

Diagnostic results 
automatically gathered

+16 Minutes
Total: 28 minutes 
to diagnose issue



Cisco Intersight: Proactive RMA

E-mail from 
cisco-proactive-
rma@cisco.com 
with instructions 

for user

Service Request 
and RMA 

automatically 
generated

Issue detected on 
device that can 
be resolved by 

RMA

< 1-hr to receive an email, resolving RMAs 2 days faster

mailto:cisco-proactive-rma@cisco.com
mailto:cisco-proactive-rma@cisco.com
mailto:cisco-proactive-rma@cisco.com
mailto:cisco-proactive-rma@cisco.com
mailto:cisco-proactive-rma@cisco.com
https://intersight.com/help/saas/system/settings#proactive_support_enabled_through_intersight


https://status.intersight.com

Overall status of portal services, 
e.g. 

• Intersight Cloud Orchestrator

• Intersight Infrastructure Services 

• Intersight Workload Optimizer

Intersight Portal Status

https://status.intersight.com/
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Automatyzacja



API/SDKs

Easily integrate existing 
tools into Intersight 

Get the best of Intersight 
and your current tools 

Maximize your investments 

Cisco Intersight API 

Pre-packaged API clients 

Easy way to start 
programming 
against Intersight 

Full access to the API 

SDKs Current SDKs 

Ansible

python

PowerShell



Cisco Intersight Model Browser & Swagger Spec

Description 
and Detail

Search

Version

Run queries 
and in 

browser 

Download SDKs/Open API Spec



Download SDKs and Open API Specification



• Powerful Query Language

• Filter, select, and many other 
operations to avoid post 
processing data

API Query Language



• Learning Labs

• Sandbox (DevNet provided development environment)

• Links to SDKs on GitHub
• Install instructions

• Example Usage

•  (query, claim devices, etc.)

Intersight Programmability and SDKs
https://developer.cisco.com/site/intersight/

https://developer.cisco.com/site/intersight/


• Your browser developer console shows how the UI uses the API

• View current configuration at https://intersight.com/mobrowser/ 

• Built in REST client: https://intersight.com/apidocs/ 

API Browser and Documentation

https://intersight.com/mobrowser/
https://intersight.com/apidocs/


• Intersight Monitoring leverages Open Telemetry (OLTP) best practices to 
structure the stored information

• Metrics are a measurement for a specific entry. Intersight endpoints capture 
metric events by collecting datapoints locally 

• The endpoint will aggregate this data in regular intervals

• Instruments are groupings of related metrics e.g. Fan Speed is a metric of a 
Fan instrument

• Endpoint - /api/vi/telemetry/TimeSeries 

Monitoring API



Automate

Extensive 
library of 

ready-to-use 
tasks and 
workflows 

Simple drag-and-drop 
workflow authoring 

Create 
custom 
automation 
and 
integration 
tasks 

Create automated workflows to…  

• Accelerate delivery of apps and infrastructure 

• Reduce risk with standardization 

• Simplify cross-domain orchestration 

Two options 

• Workflow designer 
Drag-and-drop workflow authoring 

• APIs/SDKs 
For using your existing automation tools (Ansible, Terraform, etc).) 

“With consistent and repeatable workflows offered by Cisco Intersight, 
IT teams can save time and decrease operational costs.” 

ESG 



Automate anything, anywhere

Orchestrate infrastructure and workloads, 
across on-prem and public clouds

Drag-and-drop workflow designer

Create and execute complex workflows 
with a GUI-based designer

Boost IT operations

Benefit from a library of curated tasks and workflows

Accelerate delivery of apps 
and infrastructure

Reduce risk with 
standardization

Simplify cross-domain 
orchestration

Intersight Orchestration
Simplify your orchestration and automation across hybrid cloud



Compose your automation

Intersight Orchestration

Song: Cross-Domain Orchestration
Artist: UI-driven Designer

Physical
servers

Network

Storage

Virtualization

Cloud Platforms

Kubernetes

Nexus
MDS



Advanced Server Onboarding



Intersight 
Terraform 
Provider

Intersight Terraform Provider

75

terraform-provider.tf

terraform.tfstate

config_lan_conn.tf

config_vlan.tf

DC 1 DC 2 DC 3

Intersight 
Managed 
Device

Local Workstation

Device Connectors

Intersight Managed 
Fabric

Servers



• Cisco Intersight Collection - Modules in Ansible Galaxy

• Details at https://galaxy.ansible.com/cisco/intersight

• install/update without requiring updates in Ansible core

ansible-galaxy collection install cisco.intersight 

Intersight Ansible Modules

Ansible

https://galaxy.ansible.com/cisco/intersight
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Intelligence & Guidance

Intersight Appliance VM

Proxied Target

Proxied Target

Proxied Target

Proxied Target

Assist 
Function
(Proxy)

Intersight Assist – 3rd Party Integration - SaaS 

Direct Target

Direct Target

Direct Target

Direct Target
(Cisco)

intersight.com

Customer Premises

Cisco / Cloud

Intersight User



Intelligence & Guidance

Intersight Appliance VM

Proxied Target

Proxied Target

Proxied Target

Proxied Target

Assist 
Function
(Proxy)

Intersight Assist – 3rd Party Integration - CVA 

Direct Target

Direct Target

Direct Target

Direct Target
(Cisco)

intersight.com

Customer Premises

Cisco / Cloud

Intersight User



Intelligence & Guidance

Intersight Appliance VM

Proxied Target

Proxied Target

Proxied Target

Proxied Target

Assist 
Function
(Proxy)

Intersight Assist – 3rd Party Integration - PVA 

Direct Target

Direct Target

Direct Target

Direct Target
(Cisco)

intersight.com

Customer Premises

Cisco / Cloud

Intersight User



3rd Party Integration – vCenter, NetApp, Pure, Hitachi

Intersight User

Direct Target

Direct Target

Direct Target

Direct Target
(Cisco)

Intelligence & Guidance

intersight.com

Assist Function

(Proxy)

Intersight Appliance
(virtual machine)

For example: 
Claim vCenter target



Intersight Device Connector

= Device Connector

Intersight Assist
Virtual Appliance

Rack Servers

Blade Chassis

Virtualization Storage
Hyperconverged

Lightweight process that collects 
inventory and allows to execute 
actions against different systems 

Device Connector

Nexus/MDS
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Wsparcie dla 
innych serwerów



Non-Cisco Server Platforms Support

HPE ProLiant Dell PowerEdge

Inventory / Power / 
Reboot

Inventory / Power / 
Reboot

Rack only Rack only

TECH PREVIEW

Dell PowerEdge and HPE ProLiant Servers (Feature Preview)

Redfish server target

https://intersight.com/help/saas/resources/claiming_redfish_server_targets


Third-party server inventory

Model filter



Third-party server operations – Power

Available
Operations



Third party server operations – System

Available
Operations



Third party server operations – General Info – Dell

General



Third party server operations – Inventory – Dell

Inventory



Third party server operations – General Info – HPE

General



Third party server operations – Inventory – HPE

Inventory
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3rd Party Storage



• The integration requires NetApp Active IQ 
Unified Manager instance deployed in your 
data center to manage one or more ONTAP 
clusters

• The Intersight Assist virtual appliance 
(deployed on-prem) includes the NetApp 
ONTAP Connector which maps the Intersight 
APIs to that of Active IQ Unified Manager 
and your ONTAP storage

• The UI-SDK (built for NetApp storage 
Inventory) enables full access to the key 
attributes of the NetApp storage from 
Intersight Inventory view

• The workflow engine in Intersight will enable 
the orchestration of the ONTAP storage 
tasks and workflows

Intersight with NetApp



• Inventory and Automation with Pure Storage 
All Flash Array

• Inventory widget displays Pure Storage array 
version, capacity and utilization information

• Cross domain orchestration

• Ex. Create LUN and present to VMware vCenter 
for datastore use

Intersight with Pure Storage



Storage automation

NetApp AIQUM >= 9.8p1

Pure FlashArray >= 4.8

Hitachi VSP*

*Hitachi VSP version requirements depend on VSP type

Create Storage Volume

Create LUN from Volume

Connect LUN to 
initiator group

Create VMware datastore 
from LUN

Supported Platforms



• Intersight currently supports FlexPod systems

• FlexPod is a Converged Infrastructure (CI) that combines a 
defined set of hardware and software from Cisco and NetApp 
that forms an integrated system foundation for both virtualized 
and nonvirtualized solutions:

• NetApp AFF storage

• Cisco Nexus networking

• Cisco Unified Computing System (Cisco UCS)

• The design is flexible enough that the networking, computing, 
and storage components can fit into one data center rack, or 
it can be deployed according to customer’s data center 
design

Integrated Systems
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Integracja z 
VMware



Cisco Intersight provides 
unified infrastructure 
management across 
heterogeneous compute, 
storage, and virtualization 
environments

VMware Integration with Intersight

Cisco Intersight Assist Virtual Appliance

VMware vCenter 
device connector

VMware vCenter



• Cisco provides a vCenter plug-in called Hardware 
Support Manager (HSM)

• Automate UCS server firmware updates via vLCM

• Claim vCenter in Intersight

• Enable HSM when claiming or edit vCenter target

• No additional setup/plugin required

• Select “Firmware and Driver Addon” bundle 
directly from vLCM (auto-populated)

• Run Pre-Check & Remediate Hosts

• Supported on SaaS & Appliance

• Supported with Standalone & IMM servers

VMware vSphere Life Cycle Management (vLCM) Integration



Work 
from 
home 

Integracja z 
ServiceNow



• Challenges:

• Numerous tools to manage

• Difficult problem resolution and 
mapping of infrastructure to 
business services

IT Service Management (ITSM)

• Solution: ServiceNow ITSM 
Application for Cisco Intersight

• No on premises tools to manage 
– delivered as SaaS

• Faster incident management and 
service delivery

• Visibility and automation from the 
business service to the physical 
infrastructure



Stand-Alone
UCS C-Series

HyperFlex

• Uses the Intersight API

• API access can be Read-Only

• Additional RBAC within ServiceNow

• App Features

• Device Inventory and Sync

• Incident Management

• Using alarms retrieved from Intersight

• Analysis reports and dashboards powered 
by ServiceNow

Intersight ServiceNow Application

UCS Manager

Inventory/Alarms



ServiceNow Service Management

Server Details and 
Incident Management



Looking Forward: 
AI assisted Operations



Less firefighting, more strategic work!
Unlock smarter, faster operations with AI-powered insights

PSODCN-1012© 2025 Cisco and/or its affiliates. All rights reserved.

Intersight Assisted Operations

Enables faster, data-driven decisions by 
filtering noise and spotlighting critical issues. It 

speeds up root cause analysis, predicts 
outages, and reduces manual effort through 

automation.

Cisco Confidential

Smart Suppression

Automatically detect actions and 
suggests suppressing alarms, 

streamlining workflows.

Sustainability Insights

Correlate server workload utilization  
with power consumption to provide 
actionable power saving insights.

Enriched Topology with Timeline of 

Events and Anomaly Detection

Enable customers to view (and replay) the 
historical topology view, overlaying major 
events that affect the physical devices.

Correlation and Clustering of 

Alarms

Reduce alarm noise and accelerate 
troubleshooting by intelligently clustering 

correlated alarms.

Predictive Forecasting

Proactively prevent issues with forecast-
based alarms.

105



Looking Forward: 
Intersight AI Assistant



Use Cases of Intersight's GenAI-powered AI Assistant

Unlock smarter, faster operations with AI-powered insights

Security insights & recommendations
Monitor contract status 

and renew contract
Guided configuration based on customer 

infrastructure

Ingest documentation and community 

knowledge on Cisco websites
Health check summary and subsequent 

remediation
Track lifecycle of TAC cases

Contextual assistance tailored to user’s 

environment
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Intersight - IT operations simplified.

Scale Automation 

Uptime 

Control 

Visibility 

Performance 

Security 
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I N T E R S I G H T



Pytania




	Default Section
	Slide 1: Cisco Intersight Praktyczne zarządzanie  i automatyzacja infrastruktury

	Intro/Overview
	Slide 2: Environments are driving complexity in IT operations
	Slide 3: What if you could:
	Slide 4: You can do all of this with…
	Slide 5: AI-driven capabilities in Intersight
	Slide 6: IT operations. Simplified.

	Basic Concepts
	Slide 7: Serwery Cisco UCS
	Slide 8: High Level Cisco UCS Topology
	Slide 9: Stateless Computing
	Slide 10: Profiles
	Slide 11: Server Profile Templates
	Slide 12: UCS Management with Intersight
	Slide 13: Targets

	Day N
	Slide 14: Operacje na serwerach
	Slide 15: Aplikacja mobilna
	Slide 16: Intersight Mobile App
	Slide 17: Monitorowanie 
	Slide 18: Overview
	Slide 19: Data Collection Process on Intersight
	Slide 20: Wizualizacje (dashboard)

	Architecture
	Slide 21: Architektura
	Slide 22: Intersight Managed Mode Architecture
	Slide 23: Why Redfish?
	Slide 24: SaaS-driven configuration and operations
	Slide 25: Fundamental Intersight concept
	Slide 26: Device Connector: Overview
	Slide 27: How is the Device Connector Deployed?
	Slide 28: Device Connector Connectivity (Intersight.com) 
	Slide 29: Target claim process
	Slide 30: Modele wdrożenia
	Slide 31: Intersight Consumption Models
	Slide 32: Architecture – SaaS 
	Slide 33: Intersight EMEA region
	Slide 34: Architecture – Connected Virtual Appliance (CVA)
	Slide 35: Architecture – Private Virtual Appliance (PVA)
	Slide 36: Multi-Node – Single Site / Multi Site

	Security and Compliance
	Slide 37: Bezpieczeństwo
	Slide 38: Key features in Cisco Intersight security architecture
	Slide 39: Intersight Certifications
	Slide 40: Cisco Trust Portal
	Slide 41: Virtual Appliance: Minimum Data Collected by Intersight
	Slide 42: Additional Endpoint Data Collected by Intersight  (SaaS and Appliance if enabled)
	Slide 43: Kontrola zasobów
	Slide 44: Organizations in Intersight
	Slide 45: Role-Based Access Control with Intersight
	Slide 46: Powiadomienia (advisories)
	Slide 47: Cisco PSIRT: Product Security Incident Response Team
	Slide 48: Security Advisories
	Slide 49: Compliance
	Slide 50: Hardware Compatibility Lists (HCL)
	Slide 51: End of Life Advisories
	Slide 52: Field Notices
	Slide 53: Audytowanie i powiadamianie
	Slide 54: Audit Logs
	Slide 55: Email Notifications
	Slide 56: Webhooks

	Support
	Slide 57: Optymalizacja wsparcia
	Slide 58: Cisco Intersight: enhanced support
	Slide 59: Issue Resolution: TAC Support
	Slide 60: Cisco Intersight + TAC real-world example
	Slide 61: Cisco Intersight: Proactive RMA
	Slide 62: Intersight Portal Status

	Automation
	Slide 63: Automatyzacja
	Slide 64: API/SDKs
	Slide 65: Cisco Intersight Model Browser & Swagger Spec
	Slide 66: Download SDKs and Open API Specification
	Slide 67: API Query Language
	Slide 68: Intersight Programmability and SDKs
	Slide 69: API Browser and Documentation
	Slide 70: Monitoring API
	Slide 71: Automate
	Slide 72: Intersight Orchestration Simplify your orchestration and automation across hybrid cloud 
	Slide 73: Compose your automation
	Slide 74: Advanced Server Onboarding
	Slide 75: Intersight Terraform Provider
	Slide 76: Intersight Ansible Modules

	3rd Party Integration
	Slide 77: Integracja Third-Party
	Slide 78: Intersight Assist – 3rd Party Integration - SaaS 
	Slide 79: Intersight Assist – 3rd Party Integration - CVA 
	Slide 80: Intersight Assist – 3rd Party Integration - PVA 
	Slide 81: 3rd Party Integration – vCenter, NetApp, Pure, Hitachi
	Slide 82: Intersight Device Connector
	Slide 83: Wsparcie dla innych serwerów
	Slide 84: Non-Cisco Server Platforms Support
	Slide 85: Third-party server inventory
	Slide 86: Third-party server operations – Power
	Slide 87: Third party server operations – System
	Slide 88: Third party server operations – General Info – Dell
	Slide 89: Third party server operations – Inventory – Dell
	Slide 90: Third party server operations – General Info – HPE
	Slide 91: Third party server operations – Inventory – HPE
	Slide 92: 3rd Party Storage 
	Slide 93: Intersight with NetApp
	Slide 94: Intersight with Pure Storage
	Slide 95: Storage automation
	Slide 96: Integrated Systems
	Slide 97: Integracja z VMware 
	Slide 98: VMware Integration with Intersight
	Slide 99: VMware vSphere Life Cycle Management (vLCM) Integration
	Slide 100: Integracja z  ServiceNow 
	Slide 101: IT Service Management (ITSM)
	Slide 102: Intersight ServiceNow Application
	Slide 103: ServiceNow Service Management
	Slide 104: Looking Forward:  AI assisted Operations
	Slide 105: Less firefighting, more strategic work!
	Slide 106: Looking Forward:  Intersight AI Assistant
	Slide 107: Use Cases of Intersight's GenAI-powered AI Assistant

	Wrap up
	Slide 108
	Slide 109
	Slide 110


