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Traditional Network Security

— > Publicinternet

One control point for all
traffic S

Internal traffic was

considered trustworthy,
and external traffic was o
untrustworthy

Data center

Network edge
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The New Reality

Every environment needs its own micro-
perimeter

NetSec and IT use dozens of point
products, each with its own management
console

Singe control point replaced by multiple
firewalls, both physical and virtual

Harmonizing policies across micro-perimeters
is challenging

Security products need a continuous feed of
threat intelligence to stay ahead of attackers

il
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Firewall Validated Use Cases

Where can Cisco help?
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Why Cisco Secure Firewall?

World-class

security controls
Protect your workloads with a
complete portfolio of Firewall

solutions, backed by industry-
leading threat intelligence.

Consistent policy
and visibility

Streamline security policy and
device management across your
extended network and accelerate
key security operations.

cisco S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information
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Integrated security
portfolio

Extend network security beyond the
firewall with malware protection,
identity-based routing, multi-factor
authentication, and more.



Cisco’s Comprehensive Security Portfolio

p

World-class
security controls

=‘,_: Secure Firewall Threat Defense
===== Secure Firewall ASA

TaLos Talos

Consistent policies
and visibility
Secure Firewall Management Center
i@_: Secure Firewall Device Manager
@ Cisco Defense Orchestrator

( SecureX threat response

IA_
\(%z Secure Network Analytics
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Integrated security
portfolio

Pecaxe

Secure Workload

Secure Access by Duo

Secure Endpoint

TrustSec

Cisco ldentity Services Engine
Rapid Threat Containment

Application Centric Infrastructure



World-Class Security Controls

Need: improve encrypted traffic performance and detect more sophisticated
threats with a complete line of firewall solutions.

Cisco offering:

¢ Stop more threats: Contain known and unknown malware with leading Cisco® Advanced Malware Protection and
sandboxing (Secure Malware Analytics).

* Prioritize threats: Gain superior visibility into your environment. Automate risk rankings and impact flags to quickly
identify priorities.

* Detect earlier, act faster: Talos threat intelligence underpins the entire Cisco Secure ecosystem:
if you own a Cisco Secure product, you’re harnessing the power of Talos

alraln
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Phasing Out FlexConfig

Firewall Management Center GUI Support
(FlexConfig depricated)

7.1

7.2

7.3

7.4

ECMP Zones
EIGRP, VXLAN Interfaces (VTEP/VNI)

BFD for BGP, Cluster Health Settings, PBR Next-
Hop Settings

FlexConfig Easy Migration to FMC for ECMP,
EIGRP and VxLAN

NSEL (NetFlow Secure Event Logging)

il
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Secure Firewall Physical
Platforms e e



Cisco Secure Firewall Hardware Portfolio

17-45 Gbps AVC+IPS
8 - 22.4 Gbps IPsec VPN
8 Node Cluster:

Stand-alone device:
12-53 Gbps AVC

10-47 Gbps AVC+IPS
Sixteen node cluster:

Stand-alone device:
70-150 Gbps AVC

70-145 Gbps AVC+IPS

Sixteen node cluster:

One Module:
30-70 Gbps AVC
24-64 Gbps AVC+IPS
Sixteen node cluster:

AVC+IPS
SM40*16n = 704 Gbps

650 Mbps 1.5-2.2 Gbps AVC+PS 2.3-20 Gbps With 3140, up to Up to 680 Gbps AVC Up to 1.7 Thps AVC SM48*16n = 830 Gbps
AVC+IPS AVC+PS AVC+IPS(1024B) = 288 Gbps Up to 675 Gbps AVC+IPS Up to 1.6 Tops AVC+IPS SM56*16n = 950 Gbps
- e
u Y
——— M40
e — =T N 4215/25/45 Sh-ao
el i SM-56
P 2110/20/30/40 3105/10/20/30/40
[a Bss3 2. U‘.-.ﬂ‘-—-!ng
1010 1120/40/50
+ + + + + +
ity ook, ||—|DL::'::9 iﬂ‘:'”HD‘ S R R N
SMB Branch Office Mid Enterprise Large Enterprise Service Provider
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Introducing the Cisco Secure Firewall 4200 Series

Superior Performance Outstanding RO

*  Grow your security infrastructure as your
business grows with clustering capability of
up to 16 firewall devices.

* Achieve High Performance Packet Processing
with powerful hardware, a wide range of high

performing network interfaces with a 1 RU
footprint. * Ensure business uptime with hot-

swappable network modules, including fail-

* Gain visibility into encrypted traffic with S
to-wire interfaces.

crypto-accelerated architecture, speeding up
TLS and IPsec decryption.

1RU, 16X clustering, 200G interface support, 2X interface module bays, dual SSD, dual mgt interface

haln
cisco S E C U R E © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information 15



Firepower Hardware Update

As the threat landscape evolves, our firewall portfolio does too. Gain more features and

better performance at the same or lower price point.

1\ Better performance
* Up to 3.5x boost in Firewall throughput

* Up to 5x boost in VPN throughput

More connections
* Up to 2x more connections per second (CPS)

6% Improved encrypted traffic throughput

* Up to 3x boost in encrypted traffic performance

alraln
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3100 and 4200 Series: Key Hardware Highlights

&
P
WA
Crypto Acceleration

A specially built circuit to provide
encryption/decryption acceleration

Crypto-acceleration using an FPGA (Field-programmable gate array)

®

Flow Offload

Flow offload engine processes packets in
hardware up through layer 4

haln
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Interface Flexibility
Support for 1G,10G,25G,40G,100G,200G
interfaces across 2 Network Modules

=]

FIPS Compliance
Supports all FIPS 140-3 requirements

17



Firepower 1000 Series

Small business and branch office security with superior price/performance

Firepower 1000 Sares

[ = ' e-

Firepower 1010 Firepower 1120/40/50

* High—performance desktop firewall * High—performance rackmount firewall

* PoE, 8 10/100/1000 Base-T RJ45 switching ports ¢ 810/100/1000Base-T RJ45 switching ports, 4 1000Base-

F SFP switching ports, 2 x 1/10Gbps SFP+ (1150)
* Stateful firewall, AVC, NGIPS, AMP, URL filtering

+ Stateful firewall, AVC, NGIPS, AMP, URL filtering
650Mbps Firewall Throughput 1120-1.5Gbps Firewall Throughput
1140-2.2Gbps Firewall Throughput
1150-3 Gbps Firewall Throughput

asco SECURE
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Cisco Secure Firewall 3100 Series

Make hybrid work and zero trust practical, with the flexibility to
ensure strong return on investment

The new enterprise-class Cisco Secure Firewall 3100
Series supports your evolving world

fi'a

Performance & Flexibility Visibility & Enforcement Efficiency & Simplicity

Provide an exceptional hybrid Keep the network from going dark and Advanced automation and integrations drive
work experience strengthen your zero-trust posture cost-savings for modern environments




Up to 3x performance boost

Secure Firewall 2100 Series vs. Firepower 3100

*(FW+AVC+IPS 26> 17 3.4 21 5.4 — 38

$<|PsecVPN 0.9 > 11 125135 19 > 330

*Performance Estimates are in Gbps, subject to 1024B packet size, protocol type, and other networking
variables.

IPSEC numbers for the Firepower 3100 series are with VPN Offload enabled.

‘asco SECURE




Firepower 4100 Series

* Up to 50% performance improvement
over previous models

* Upto 44% higher TLS performance!

* Supported software releases:
*  FTD 6.4+ —including multi-instance
* ASA9.12.1+
*  FXOS2.6.1+

Four new appliance models:
4112%*, 4115, 4125, 4145
up to 47 Gbps Firewall throughput**

_ * 4112 FXOS 2.8.1, FTD 6.6 or ASA 9.14.1

Enterprise and data center security with
exceptional price/performance

% *% 1024B FW+AVCHPS

alraln
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4200 Series Flexible Interface Architecture

- 2x1/10/25G Management Port
- 8 x builtin 1/10/25 G SFP28 data ports

- 2 x netmod slots

- Hot swappable
- 1G, 10G, 25G, 40G,100G, 200G, 400G (Coming)
- Fail to wire, standard

‘dsth’ SECURE



Firepower 9300 Service Modules

p
* Up to 80% performance boost than

previous generation SM
* Up to 33% higher TLS performance!

* Supported software releases:
*  FTD 6.4+ —including multi-instance
* ASA9.12.1+
*  FXOS 2.6.1+

3 new 9300 SM models:

SM-40, SM-48, SM-56
up to 153 Gbps Firewall throughput*

*1024B FW+AVC+IPS

‘dsth’ SECURE



Multi-Instance Expands Deployment Options

« Install multiple FTD logical devices on a single module «  Supports HA between identical instances on different physical
or appliance devices

" Container architecture Example: 54 instances on a FPR9300 chassis with 3 x SM-56

* Instance failure does not affect other instances modules

- Allows tenant management separation, independent instance L
Improved crypto acceleration in hardware

upgrade
NEW
FTD Instance A Active FTD Instance B Standalone FTD Instance A Standby FTD Instance C Standalone
Firepower 9300/4100 Service Module }—{ Firepower 9300/4100 Service Module

HA/State

Link
‘ Firepower 9300/4100 MIO ‘ ‘ Firepower 9300/4100 MIO ‘
Ethernet Port-channel Ethernet Port-channel

1/1.10 11.11 1/1.10 11.11

alraln
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Clustering

Drive high return on investment while

maintaining high availability

* Combine multiple devices to make a single scalable logical
device

* Scale as you grow

* Scale throughput, concurrent and new connection

¢ Can span multiple datacenters
* N+1 resilience

* Handles asymmetric traffic seamlessly

Example: 16 node cluster
Upto 950 Gbps AVC+IPS

alraln
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Multi-Site Data Center

* North-South insertion with LISP
inspection and owner reassignment

* East-West insertion for first hop
redundancy with VM mobility

/

.

‘dsth’ SECURE

Site 1 Site 2

Firewall Cluster
CCL is fully extended between DCs at L2 with <10ms latency

=‘.= l‘.l =‘.= I‘.l
p: = " = iz aNgp:
=\ / \ I - —
CCL CCL Sigle Spanned CCL CCL
< > EtherChannel for Data
on cluster side ’

Local Data EtherChannel
on each VPC/VSS switch
pair

Local VPC/VSS pairs at
each site

Local VPC/VSS pairs at
each site

VPC1 VPC2

Data VLANSs are not extended for North-South insertion; filtering is required
to avoid loops and MAC/IP conflicts for East-West



Virtual Firewalls



Simplifying Multi-Cloud Environments

aloah, mm I aWS \O) il Vicrosoft rackspace S
A g Google Cloud Platform

NUTAND?  KVM oogleCoucPlta

New

.. Azure technology.

vmware' __ORAcLE - P Qlkkira

ESXi CLOUD INFRASTRUCTURE E Q UINIX Alibaba Cloud

Virtual firewall performance-based licensing from 100Mbps up to 16Gbps

Clustering & Auto Scaling Integrat!on Wlt.h SOIT I A0 Accelerated Networking Smart & Tiered Licensing
services & infrastructure
. . Quickstarts, Infrastructure as Gateway Load balancer
Dynamic Policy . . . Snapshots
Code and Automation integration

Google Cloud Platform

Sl
openstack.




Smart Licensing Performance Tiers

e 7.0+ Evaluation mode and Smart License performance tiers
* Current perpetual BASE license moves to a subscription model

FTDv5 4 cores/8 GB 100Mbps

FTDv10 4 cores/8 GB 1Gbps 250
FTDv20 4 cores/8 GB 3Gbps 250
FTDv30 8 cores/16 GB 5Gbps 250
FTDv50 12 cores/24 GB 10Gbps 750
FTDv100 16 cores/32 GB 20Gbps 10000

haln
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FMC Virtual 300

-

* Upto 300 managed devices
. "':||'s'<'|<'>' Firepower Management Center Overview  Anslysis  Policies  Devices  Objects  inteligence © & © 139279nmajibv
« KVM and Azure support in 7.3 ol i
Summary Dashboard E
* CPU: 2 x 8 cores, Memory: 64 GB, hard disk: e et B e G B a
2.2 TB Add Widgets |
» Unique Applications over Time = x| [ '» Top Web Appiications Seen — x| ['» Top Ciient Applications Seen =,
» Migrate easily from one FMC model to - = s || e P
another : B |
* High Availability for on prem, AWS and OCI . 3 B | | S
clouds — 7.1 or higher o e — = e =
Rﬁ"‘ Y Total Bytes (KB) vu:mf: v cou;;( o.s h‘lartn: v C;:’“unl
o esmss = = e 369
* Supported software releases: , = == | || == =
T —
*  FTD 6.5 or higher — including multi-instance
A . J
C FIVIC 6.5 or higher
llclllsléloll S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information 37




Secure Firewall Threat
Defense



What is Secure Firewall Threat Defense (FTD)?

Delivers nearly 100% efficacy on blocking malicious flows and guards the

network against threats

+ Key Benefits
* Tenant management separation
* Scale as you grow
* Impact analysis
* Prioritize administration

» Features
* Firewall
* Intrusion Prevention
* Integrated TLS Decryption
* VPN

* Cisco Threat Intelligence Director

* Malware Continuous Analysis with Retrospection

* QUIC Fingerprinting

alraln
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CISCO  Analysis / Context Explorer

Filters: +

v Indications of Compromise

Hosts by Indication

Security Intell... ware —
Security Intell.. nlng
Intrusion Event...-kit
Impact 1 Intrus...dmin
Impact 1 Intrus...user —._

Intrusion Event...-c| nc

Firepower Management Center

Threat Detected.. sfer

\‘l
A

Q Overview

_~ Impact 2 Intrus...user

\I \ Impact 2 Intrus...dmin

Impact 2 Intrus...tack

Analysis

Policies Devices

Indications by Host

Objects

Indications
~ N
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Release 7.3 Highlights

QUIC Fingerprinting
MITRE support for Snort Rules
Event Viewer shows MITRE ATT&CK

Techniques

DAVAN

RAVPN Dashboard

Umbrella Auto Tunnel Configuration
Loopback Support for VTl and
management services

TLS 1.3 RAVPN

Improved Upgrade workflow
Email Notification for Scheduled Jobs

Dual ISP support for data interface
management

Clustering Support with Gateway load
balancer

6 node FTDv cluster in Azure

IPv6 support validation for public and
private cloud

Carrier License Support
License Renaming here

Performance Profile for CPU Core
allocation
3105 platform launch



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-licenses.html

Firewall Policy Powered by Talos and OpenApplID
Control traffic based on IP, URL, FQDN, or application

Cloudlock's Cloud Application
Security feeds Security Insights (CASI)
URL | IP | DNS merging with Secure Firewall

OpenApplD for SaaS App detection

CD\ 195 Firewall g
©

0T00
00TO

v

<
v

i
@
i
I

/‘ ———————————
. (v — % Allow Warn Block (%)
000 |
‘ . . l I Allow Block
DNS Sinkhole Category-based Admins

Policy Creation

Security Intelligence: AVC with OpenApplD: AVC with OpenApplD: URL Categories:
Block latest malicious Identify and control over Easily create custom Classify 280M+ URLs
IPs, URLs and FQDNs 6,000+ pre-defined apps application detectors using 80+ categories

1N
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Secure |IPS

Reduce the noise/volume of events and prioritize administration

Powered by Snort 3 — Best of breed, open source IPS
Firewall brings the power of context to IPS

Impact of IPS events can be deduced.

Rule recommendation can tune IPS

Impact flag Administrator action Why

Event Corresponds
> Act immediately, . p

1 Vulnerable to vulnerability
mapped to host
Relevant port open or

2 lb Investigate, Potentially tocol ‘p E t

Vulnerable protocol in use bu

4 >
0 &>

‘ases’ SECURE

Good to know, Currently
Not available

Good to know,
Unknown Target

Good to know,
Unknown Network

no vuln mapped

Relevant port not
open or protocol not
inuse

Monitored network
but unknown host

Unmonitored network

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information

Firepower Rule Recommendations Q@ X

Security Level (Click tiles to select size)
|/ | |

[] Accept Recommendation to Disable Rules @

Increased Security- Enables additional rules that match potential vulnerabilities on
discovered hosts based on the ‘Security Over Connectivity’ ruleset.

Protected Networks @

v|[ Add+ |

Cancel Generate and Apply

52



Snort 2 vs. Snort 3

Multi-Threaded Architecture

Capable of running multiple Snort Processes v
Port Independent Protocol Inspection

IPS Accelerators / Hyperscan Support

Modularity - Easier TALOS contributions

Scalable Memory Allocation

Next Gen TALOS Rules - e.g., Regex/Rule Options/Sticky Buffers

New and Improved HTTP Inspector - e.g., HTTP/2 support

v
v
v
v
v
v
v
v
v

Lightweight content updates from TALOS

asco SECURE



Correlate Host Profile and IPS

Drive impact analysis and rule recommendations

Host Profile
IP Addresses  10.1.112.42
NetBIOS Name
Device (Hops) FTD (2)
MAC Addresses (TTL) 00:01:24:56:98:CF (Acer Incorporated) (128)

00:04:00:81:81:D0 (LEXMARK INTERNATIONAL, INC.) (254)

00:04:F2:E7:3€:52 (Polycom) (64)
( owai )

HostType  Host

Last Seen  2020-04-07 16:15:47

Current User  kennedy larson (dcloud.cisco.com\klarson, LDAP)

View  ContextExplorer | Connection Events | Intrusion Events | File Events | Malware Events

¥ Indications of Compromise (3)

Generate White List Profile

/ Edit Rule States i Mark All Resolved

Malware Detected  Threat Detected in File Transfer

Exploit Kit Intrusion Event - exploit-kit

Category Event Type Description

The host has encountered maiware

The host may have encountered an exploit kit
Impact 1 Attack  Impact 1 Intrusion Event - attempted-admin  The host was attacked and Is ikl vulnerable

First Seen Last Seen

4 2020-04-07 13:51:41 4 2020-04-07 13:51:41

oo

A 2020-04-07 13:51:40 4 2020-04-07 13:51:40

A 2020-04-07 1351140 4 2020-04-07 13:51:40

v Operating System

Vendor Product

Microsoft Windows

Applications (14)

Application Protocol Cliont

Version

Vista, 7, Server 2008

/ Edit Operating System

Source

Firepower

Version Web Application
[ BitToment [ BitToment bsa
CIHTTR [ Chwome 44.0.2403.107 Q_CNET Download Be
CIHTTe [ Internet Explorer 90 Q Casale gs
alraln
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Administrato n Why
1. Act immediately, Event Corresponds
1 l Vilnerable Y to vulnerability
mapped to host
Relevant port open
2 lb Investigate, Potentially or protocol in use
Vulnerable but
no wuln mapped
3l Soodtoknow. open o otoseiot
Currently Not available P p
inuse
4 lk Good to know, Monitored network
Unknown Target but unknown host
0 l.. Good to know, Unmonitored
Unknown Network network
Firepower Rule Recommendations o X

Security Level (Click tiles to select size)

[C] Accept Recommendation to Disable Rules @

Increased Security- Enables additional rules that match potential vulnerabilities on
discovered hosts based on the ‘Security Over Connectivity’ ruleset.

Protected Networks @

v [Add+ ]

Cancel

Generate and Apply
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Cisco Threat Intelligence Director (CTID)

Support of open integration

Extend Talos Security Intelligence with 3rd party cyber threat intelligence

Parse and operationalize simple and complex threat indicators

FMC ingests third-party
cyber threat intelligence (CTI)

2% FINANCIAL | 7

SERVICES | =
STIX
THREAT() /™ —X
Infoblox % ,  Cisco Threat
° Intelligence Director
M EclecticlQ
eV

ALIEN VAULT

T

FMC publishes
observables
to FTD

\ 4

FTD

FMC detects incidents

alraln
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FTD reports observables
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Indications of Compromise (loCs) Events

IPS Events Security Intelligence Events Malware Events
4
i
i Connections to known
Malware backdoors —+ Web app attacks CnC IPs: DNS Servers, Malware detections — Malware executions
1
! Suspect URLs
H
1
1
1
1
H
! . . .
o Admin privilege Office/PDF/Java . .
Exploits kits —++ P g / ./ —— Dropper infections
i escalations Compromises
1
H
1
1
1
i
! ¥ Indications of Compromise (3) / Edit Rule States g Mark All Resolved
1
1
Web app attaCks B i Category Event Type Description First Seen Last Seen
i Malware Detected Threat Detected in File Transfer The host has encountered malware 4 2020-04-07 13:51:41 4 2020-04-07 13:51:41 ]
: Exploit Kit Intrusion Event - exploit-kit The host may have encountered an exploit kit 4 2020-04-07 13:51:40 4 2020-04-07 13:51:40 {3
1
: Impact 1 Attack Impact 1 Intrusion Event - attempted-admin The host was attacked and is likely vulnerable -4, 2020-04-07 13:51:40 4 2020-04-07 13:51:40 3
1
\

4

alraln
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loCs Facilitate Remediation

Facilitate understanding and remediation to reduce impact

Identifies compromised and potentially compromised systems

* Take automatic action through Cisco Rapid Threat Containment

Indications of Compromise

Hosts by Indication

Threat . Impact 2.
Detected...sfer intrus...dmin
Impact 1

intrus...tack v

Impact 1
intrus...user

Impact 2
intrus...user

Impact 2

Impact 1 intrus...tack

intrus...dmin

alraln
cisco

SECURE

Host Profile
1P Addresses
NetBIOS Name
Device (Hops)
MAC Addresses (TTL)

Host Type
Last Seen
Current User
View

¥ Indications of Compromise (3)

Generate White List Profile

10.1.112.42

FTD (2)
00:01:24:56:9B:CF (Acer Incorporated) (128)
00:04:00:81:81:D0 (LEXMARK INTERNATIONAL, INC.) (254)
00:04:F2:E7:3E:52 (Polycom) (64)
( showall )
Host
2020-04-07 16:15:47
kennedy larson (dcloud.cisco.com\klarson, LDAP)
Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events

/ EditRule States  § Mark All Resolved

Category

Exploit Kit

Impact 1 Attack

Event Type
Malware Detected  Threat Detected in File Transfer

Intrusion Event - exploit-kit

Impact 1 Intrusion Event - attempted-admin  The host was attacked and is likely vulnerable &, 2020-04-07 13:51:40

Description First Seen
A 2020-04-07 13:51:41

A 2020-04-07 13:51:40

Last Seen

4 2020-04-0713:51:41
4 2020-04-07 135140 §
4 2020-04-0713:51:40 §

The host has encountered malware

The host may have encountered an exploit kit

v Operating System

Vendor Product Vorsion Source
Microsoft Windows Vista, 7, Server 2008 Firepower
Applications (14)
Application Protocol Client Version Web Application
[ sitTorrent [ BitTorrent 886
CIHTTP [= Chrome 44.0.2403.107 Q CNET Download B6
I HTTP [ Internet Explorer 9.0 Q Casale 88
— -

/ Edit Operating System

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information

57



Integrated TLS 1.3 Decryption

Finds encrypted threat while reducing performance impact

° TLS hardware acceleration delivers high-performance inspection of encrypted traffic

° Centralized enforcement of TLS certificate policies
— Examples: Blocking self-signed encrypted traffic, specified TLS version, cypher suites

TLS Enforcement
decryption engine

Encrypted Traffic Firewall/NGIPS AVC

decisions

https://www.goodsite.com

https://www.badsite.com

https://www.goodsite.com
https://www.badsite.com
https://www.badsite.com
https://www.goodsite.com
https://www.goodsite.com
https://www.goodsite.com
https://www.badsite.com
https://www.goodsite.com
https://www.badsite.com

https://www.badsite.com

Decrypt traffic in hardware Inspect deciphered packets
or software

‘asco SECURE

> Log

Track and log all TLS
sessions

XXS XSSO XXA



Fast App and URL Actions with TLS 1.3

AVC, URL, and Decryption Policy decisions on pre-1.3 TLS header

( Cleartext, but spoofable )\‘ ( Common and Subject Alternative Names are encrypted in TLS 1.3 )

ClientHello, Server Name Indication (SNI)

Client = » Server

ServerHello, ServerCertificate, ServerHelloDone [0 — |

[_]- =]

—— [.] ApplicationData - =3
TLS Session

TLS Server Identity Discovery without decryption since FTD 6.7
2. FTD opens a sidecar TLS 1.2 connection to identify server,
D cache the result, make policy decision
agliis.

-‘ ,-

- -

1. TLS 1.3 ClientHell

( crnete ) 3. If permitted without TLS decryption, pass original ClientHello and
FTD

disengage; if permitted with TLS decryption, engage TLS Proxy and
generate new ClientHello

\ 4

haln
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Encrypted Visibility Engine Benefits

i ) Triggers Indications of Compromise

4= Minimal performance‘impact

sl
=._ Enriches Endpoint DB with Application and OS

‘asco SECURE



EVE Empowers Defense-in-Depth with a New ML-
Powered Line of Defense

Security Intelligence
- EVE is a new player in the

security features team
Umbrella / TALOS DNS

- Sifts out malware threats
with minimal effort Encrypted Visibility Engine

- EVE reduce pressure on more

. Application Visibility / URL
resource-heavy functions PR 'c‘;?eg'é'ri;s' "

It brings the best value when Threat Intelligence
used as yet another layer of Director
protection

IPS and AMP

alraln
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Site-to-Site VPN

Easily and securely interconnect remote sites

.
_ -
* |IKEv1/IKEv2 policy-based
VPN FTD
* Easy topology-based
management of VPN on -
multiple peers SQP:
* Point-to-point FTD
* Hub and Spoke
* Full Mesh
* Flexible authentication ===._:
options — pre-shared key
(automatic) and certificates FTD

------ O 1
:":
FTD
or
Router
or
o
______ CD T
:":
Q
Third Party
Device

Point-to-Point

cisco S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information
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- -
- -
QP:
1
1
sl s sl s
- - _- m -
SOPE - sl 2P
- -
-"—
- -
I'. '\\
Hub

Hub and Spoke

Full Mesh

62



Remote Access VPN

Provide ubiquitous secure access from remote and roaming users

* Posture assessment @

* Uses TLS, DTLS or IKEv2

* Easy wizard-based configuration Anyconnect .

* ldentity-based security policies A l

- Enhanced security with 2 FA/MFA .1 .
o \

[ ]

* Passwordless Authentication —— .

provided by Secure Access (Duo)

* Monitoring Dashboard

* TLS 1.3 support
Extend access Protect ’ Maintain application ’ Support multiple

remotely important data performance sites

alraln
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Simplified Branch

WAN Connect and Remote Branch Management

* Data Interface Management

* Intelligent Routing with Path
Monitoring

* WAN PBR Path Monitoring
* Direct Internet Access

* Hub and Spoke DVTI

* Loopback Interface

* Auto-configuration rollback

e User Identity and SGT-based
routing (in 7.4)

alraln
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserv

Internet
Applications — Physical Connection

VTl Tunnels
---- ECMP on VTI Interfaces

—» DIA Traffic

;

ISP1
e 737 “
ISP2
Internal Branch Corporate Corporate
Clients FTD FTD Network
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7.4 Release
Enhanced Application Health Monitoring

Edit Physical Interface o

General IPv4 IPv6 Path itoril F C i Manager Access Advanced

EE— - Under the Path Monitoring tab of

] Enable IP based Monitoring

Interface dialog, a new option to

Monitoring Type:

enable/disable HTTP-based Application
Monitoring is added.

- Aread-only view of the applications
selected for Path Monitoring is also
listed below the Enable option

Microsoft Team:
Salesfore m
WebEx

col

haln
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MITRE ATT&CK Support

- MITRE ATT&CK Tactics and Techniques provide a framework for descriptive categorization of IPS
and Malware events.

- Snort3 Intrusion Policies include MITRE ATT&CK groups for signature tuning

- IPS and Local Malware Analysis events are now enriched with MITRE ATT&CK meta data making
security incident investigation easier

ot MITRE Techniques
Application . W
Protocol X Client x Application X 10C x Detector X Message X File Policy x MITRE X
* ATT&CK Framework
i o Enterprise
Malware Detected by Local Malware Analysis 2 Techniques « Command and Control
= R A
Malware Detected by Local Malware Analysis erf\o(e ccess Software
= Execution
: " : = User Execution
CIHTTP [ Wget [ Cisco SHA Event (Local Analysis) Block Malware  Malicious File
CI HTTP [ Wget [ Cisco SHA, SPERO Block Malware
CIHTTP [ Wget [T Cisco SHA, SPERO Block Malware
Close
CIHTTP I Wget [ Cisco SHA, SPERO Block Malware
CIHTTP [ Wget [ Cisco SHA, SPERO Block Malware
CIHTTP [ Wget [ Cisco SHA, SPERO Block Malware
I HTTP [ Wget [ Cisco SHA, SPERO Block Malware
CIHTTP [ Wget [ Cisco Triggered SHA Block Malware

asco SECURE



Intrusion Prevention Group

(~1500 signatures)

The “Why” — MITRE Tactics.

reflecting MITRE
Framework.

Base Policy » Group Overrides » Recommendations » Rule Overrides

Group Overrides @

87 items View Groups ‘ +
.............. EEEEEEEEEESN

Search through all Rule Groups

< ® MITRE / ATT&CK Framewc

1 Groups
FEEEEEEEEEEESR

> Execution (1 group)

> Exfiltration (1 group)

Group Name

> Impact (1 group) AEEEEEEEEEEEEEN
L}

e W Active Scanning (T1595)
> Initial Access (3 groups) - o
EEEEEEEEEEEERERDR

>  Lateral Movement (1 group)

>  Persistence (1 group)

> Privilege Escalation (3 groups)

Reconnaissance (1 group)

Active Scanning © :
u
L

u
n
u
e RN PP FI G e nma

alraln
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Firewall Management Center

nified Events

Overview

Analysis

Policies

The “Why” and “How” - MITRE ATT&CK Framework

The “How” — MITRE
Techniques.

Devices

It is no longer only a signature
m| GID:SID 1:42785 — it tells you a
> “story ab

c k”

> S— y T
> 2022-06-10 15:02:32
> 2022-06-10 15:02:32
> 2022-06-10 15:02:32
> 2022-06-10 15:02:32

> 2022-06-10 15:02:32

> 2022-06-10 15:02:32
> 2022-06-10 15:02:31
> 2022-06-10 15:02:31

> 2022-06-10 15:02:31

—
4 Connection
@ Intrusion

& Connection
4 Connection
& Connection
@ Intrusion

4 Connection

& Connection

@ Intrusion

ecurity_

ecurity_

ntelligen

ntelligen:

ecurity_intelligen:

ecurity

ecurity_:

ecurity

ecurity

ntelligenc

ntelligenc

ntelligen

ntelligenc

Objects Integration Deploy Q @ %+ @ adminv

P Refresh

Iy 2022-06-10 14:02:41 EDT —~ 2022-06-10 15:02:41 EDT 1h Go Live

MITRE ATT&CK Rule Group

1 Group

= Active Scanning

G

™1 Group
aFEEEEEEEEEEEEE R A

115

115

115 1 Group



Encrypted Visibility Engine 7.4 Enhancements

Encrypted Visibility Engine (EVE) «©
Assign Client Applications to EVE-detected Processes : @ A

]
dEEEEER
Allow EVE to assign client applications to processes. This does not impact performance.

PSR 3
Enable Enhanced Analytics . J
dEEEEER
Add EVE's fingerprint information in the connection events.
Block Traffic Based on EVE Score o«
@ Customize your threshold for blocking traffic based on the EVE scores.
© Advanced Mode » — Block
(A AR R RERRERRRRRRRRRRRRRRERRERRRRERRRRRRRERRRRRRERNERRRRERNRNRNNHRN.!
| | |

. Very Low Low Medium High Very High st

Decide if EVE engine be used
for client application
detection.

/
T~

You can view EVE fingerprints
in a new column Unified Event
and cross-launch to
appid.cisco.com for more
details.

‘asco SECURE

Specify acceptable EVE’s
confidence level for blocking
malware in encrypted flows.




Viewing EVE Process Analysis

...and cross-launch to
appid.cisco.com to check the K. 7
Process Analysis.

You can view EVE fingerprints |
Policies Devices Objects Integration in a new Column Unified

/ Events...

Encrypted Visibilit Encrypted Visibilit Encrypted Visibility Threat  Encrypted Visibility Threat | —
Time Event Type Jontrol Rule Access Control Policy Device Wencrypted Visibilty Fingerprint 8oy e p oot il et towmi el
"essnssnnnnn®
> 2023-05-22 10:05:43 S Connection ny Log ACP @ tIs/1/(0303)(c02cc02bc030c ¢ 30% microsoft networking Medium 22%
> 2023-05-22 10:04:52 S Connection ny Log ACP htt 2 2 ‘ code42 crashplan Very Low 0%
- — @ Add inclusion to filter S

Add exclusion to filter ‘

Fingerprint prevalance across
processes in EVE’s dataset.

3009d009c003d003c0035002f000a)[(0000)(000500050100000000)(000a00080006001d00170018)(000b00020100)(000d001a001 8'

Destination context—SNI / IP /
Port distribution in EVE’s
dataset.

Server Name P Acl
\ v10.events.data.microsoft.com 20.42.65.84
View Request To provide feedback al ny of the processes from the list below, select the applicable entries and submit your request. If there are no results you can still submit your request.

AaEEEEEEEEEEEEEEEN EEEEEEEEEEEEEEEEEEQ FJEEEEEEEEEEEEEEEEEER EEEEEEEEEEEEEEEEREEE
£ M Process Name Prevalence T/ - m ServerName 1| IP Address 1] Port 1| n
=1 [ ] u [ ]
(] mgeneric dmz process 0.4488 - m 1.0000 0.8121 0.4545 =

= [ ] = [ ]
| Mcisco amp for endpoints 0.2037 ™ m 0.0000 0.0000 0.2086 ™

u = u
| M microsoft office 0.1388 1 m 0.0000 0.0029 0.1420 n

- u u n
| W microsoft networking 0.1382 n m 0.0000 0.1846 0.1417 1

- [ ] = ]
() M cisco webex 0.0218 n W 0.0000 0.0000 0.0224 n

= L] = [ ]
O M isco anyconnect 0.0188 [ W 0.0000 0.0000 0.0000 [

= ] u [ ]
(] .google services 0.0053 L}  0.0000 0.0000 0.0054 ..
In S SSESsssssEsSESESSESSSESESEEEESEEEENEEE NS S S S S S S S SN S S S NN NSNS NSNS NN NS NENNE N

‘dsth’ SECURE




Phasing Out FlexConfig

Firewall Management Center GUI Support
(FlexConfig depricated)

7.1

7.2

7.3

7.4

ECMP Zones
EIGRP, VXLAN Interfaces (VTEP/VNI)

BFD for BGP, Cluster Health Settings, PBR Next-
Hop Settings

FlexConfig Easy Migration to FMC for ECMP,
EIGRP and VxLAN

NSEL (NetFlow Secure Event Logging)

il
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Consistent Policy
and Visibility e e



Consistent Policy and Visibility

Need: stronger security policy management practices that can effectively
protect the business at scale

Cisco offering:

« Maintain consistent policies: Write a policy once and scale enforcement consistently across tens of
thousands of security controls throughout your network.

* Reduce complexity: Get unified management and automated threat correlation across tightly
integrated security functions, including application firewalling, NGIPS, and AMP.

« Accelerate key security operations functions: Leveraging existing resources and make the team
more efficient by removing manual processes. Access security patches and new features faster by
completing software image upgrades in a just a few clicks.

alraln
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Management Designed for the User

Flexibility of cloud or on-premises options

[ Firewall Management }
Center

E Firewall Device Manager }

a & e o T 260 '
' Agphes Sean Gieen, Soen B v m & o
. . o 0 "B chemeE .
L i —
-m: 2 |-}
=l |\ R e @l e |
On premise centralized manager Cloud-delivered centralized manager via

On-box manager
Cisco Defense Orchestrator

NetOps focused

‘ases’ SECURE
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Flexibility of Management Consumption

On-prem Hybrid Saa$S

Event
Confi Confi Analyti
Cloud onfig onfig nalytics Storage >
0 Confi Analytics SVERE Analytics SVERE
n-prem & v Storage b Storage

* Driven by security concerns * Sensitivities around customer * Cloud-first approach
or regulatory compliance data * Technology, startups
* Government, financials ¢ Retail, financials
Increasing customer cloud acceptance %

alraln
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Management Platforms: When to Position?

Use case

Managers of choice

Details

Internet edge

Enterprise branch

SMB / Small Business Edition

Data center Edge / Core

Campus fabric

Firewall running in public cloud

IPS only

‘dsth’ SECURE

Cloud-delivered or On-Prem
FMC

Cloud-delivered or On-Prem
FMC

Cloud-delivered FMC

FMC

FMC

Cloud-delivered or On-Prem
FMC

Cloud-delivered or On-Prem
FMC

* Cloud-delivered for ease of use and netops users
* FMC for advanced security analytics
* Ask your customer about their priority

* Choice of onboarding FTD through data interface or management
interface

* Low-touch onboarding

* Cloud-delivered FMC eliminates the need for change
management and update overhead

* No rack space and utility bill, lowering operational cost

* FMC supports clustering on 3100, 4100 and 9300, TrustSec

* FMC supports clustering on 3100 4100 and 9300, TrustSec

* FMC supports Firewalls running in public cloud

* FMC supports all the advanced IPS features and provides a
separate interface from the Firewall



Logging Options: When to position?

Choice of Storage Details

Benefits

Available through an additional subscription of Security
Analytics and Logging (SAL)
Unified Event Viewer and summary dashboard in Cisco

* Unified Event Viewer for ASA and FTD Events
* Usage-based pricing
* Correlate with telemetry from internal network and

Cloud Defense Orchestrator cloud logs in Secure Cloud Analytics
Defa!u_lt storage o_f 90 days ex.tendlble upto3 years _ - Higher storage capacity than on-prem storage
Additional Behavioral Analytics through the Security Analytics . Can helo reduce th t of 37 party logei
and Logging integration an .e p reduce A € cos o_ party ?gg'”$ .
Available in US, EMEA and APJC solutions by sending only filtered or high-priority
alerts from SAL
Events sent from Secure Firewall to Management Center over
sftunnel * Suitable for deployments with restrictions around
On-prem Events are stored in FMC at no additional cost storing data in the cloud

Event Viewer and Analytics in FMC
Storage capacity dependent on the FMC model

* Familiar dashboard, reporting and workflows in FMC

Extended On-prem

alraln
cisco

SECURE

Available through integration with Secure Network Analytics
(SNA)

Events stored in FMC and SNA depending on retention
configuration in FMC

Multiple storage capacity options using SNA clustered
datastore

Event Viewer in FMC with easy configuration wizard and
contextual cross launch from FMC

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information

* Unified log storage for ASA and FTD events

* Exponentially higher on-prem storage capacity than
the native storage capacity of FMC

» Additional behavioural analytics powered by Secure
Network Analytics

* Correlate with telemetry from the internal network
and on-prem sensor logs in Secure Network Analytics
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What is Firewall Management Center (FMC)?

On-premise, centralized management for multi-site deployments

+ Key Benefits

* Manage across many sites

*  Control access and set policies

* Investigate incidents

* Prioritize response

* Available in physical and virtual options

e Features

*  Multi-domain management
* Role-based access control

* High availability

* APIs and pxGrid integration

* Policy & device management
*  Endpoint

* Security intelligence

alraln
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Al Firepower Management Center
CIS€O  Quary Dashbeards / Das |

Overview  Analysis  Policies  Devices  Objects ~ AMP Intelligence Q Deploy @ % @ adminv
ashooarc
Reporting
Summary Dashboard s sasheosas)
Provides a summaty of sctlty on the appllance
Network X  Threats Intrusion Events Status Geolocation QoS 1F Showthe Last 1 hour v n
Add Widgets
» Unique Applications over Time - » Top Server Applications Seen - X » Top Client Applications Seen - X
o Vendor v Count Application v Total Bytes (KB)
120 Apache 28 O chrome 40,130.80
Y 2 ] 19,809.3¢
3 m] 9,332.94
= T 3 jm] 559683
&0 2 jm] 3,162.92
w i o 225040
1 [ sar 222503
“ 1 O 1,175.08
+ 1 jm] 1,006.76)
920 930 940 950 1000 o B a ool
updated 1 mi jmi] 538.12
: ‘ ° jm] 422,02
=] 150
» Traffic by Application Risk - X 20719
e » Connections by URL Reputation - X g s
Risk v Total Bytes (KB)
Medium Reputation ~ Total Connections
ble
11,228,
299164 » Top Operating Systems Seen =X
2747
o 0S Name v Count
pda Viindan 6838
Lo [
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Network Discovery

Provides the right data, at the right time, in the right format

* Discovers applications, users, and
hosts through passive analysis of network
traffic

* Provides context and helps determine the
impact of attacks

* Tune IPS signature sets to devices
discovered on the network

* Update host profiles with 3rd party
vulnerability management integration

alraln
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Servers (3)

Protocol  Port  Application Protocol

0 icp 139 pending
@ udp L] Q. IGMP
® icp 80 Q HTTP

Applications (1)
Application Protocel ~ Client

@ [INetBIOS-dgm © NetBIOS-dgm

User History

Users

mallk pennington (DCLOUD-SOCiypenn, LDAP)
vicente vanbuskirk {DCLOUD-SOC\pvanb, LDAP)
maureen cepeda {DCLOUD-SOC\scepe, LDAP)
diane tibbott (DCLOUD-SOCHdtibbott, LDAP)
chassidy francisco (DGLOUD-SOCHhfran, LDAP)
garth harrington (DCLOUD-SOC\aharr, LDAP)
cula gruber (DCLOUD-S0CAsgrub, LDAP)

Joy shanklin (DCLOUD-SOC\jshan, LDAP)
cherllyn spicer (DCLOUD-SOCAIspic, LDAP)
misty pagano (DCLOUD-SOC\apaga, LDAP)
elmira shih (DCLOUD-SOCAeshih, LDAP)

julian ibarra (DCLOUD-SOC!\oibar, LDAP)

laurine gibb (DGLOUD-SOC\ygibb, LDAP)

jaclyn parris (DCLOUD-SOC\nparr, LDAP)
takako collade (DCLOUD-SOChicoll, LDAP)
collin carlson (DCLOUD-SOChucarl, LDAP)
lavenia cohn {DCLOUD-SOCHcohn, LDAP)
rochell gaspar (DCLOUD-SOC\rgasp, LDAP)

Vendor and Version

\ L8
saga
Jaga

Version = Web Application

2020-01-12 11:31:21
2020-01-13 11:31:21

Host Profile

Domain  Global \ Cisco_Backend \ Cisco_SOC

IP Addresses
NetBIOS Name

10.0.10.151

Device (Hops) NGIPSv.dcloud.cisco.com (1)
NGFWv.dcloud.cisco.com (128)
MAC Addresses (TTL)  00:0C:29:03:DF:AD (VMware, Inc.) (128)
00:0C:29:61:F5:5F (VMware, Inc.) (128)
CE:A7:2B (Nortel Networks) (128)

show all )
Host Type Host
Last Seen 2020-01-13 10:31:46

Current User  sean crowley (DCLOUD-SOC\vcrow, LDAP)
View  Context Explorer | Connection Events |
Intrusion Events | File Events | Malware Events

¥ Indications of Compromise (1)

/ EditRule States W Mark All Resolved

Generate White List Profile

Category = Event Type Description First Seen Last Seen
Threat The host has 2020-01- 2020-01-
Malware,  Detected in encountered L3 s
File Transfer ~ malware 07:39:38 07:39:38
¥ Operating System / Edit Operating System
Vendor Product Version Source
L] Microsoft Windows 8.1 Firepower

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information

80



Policy Management
Reduce complexity of policy maintenance

* Centralized on premise management Base_Policy
across multiple Firewall platforms

Rules  Securitylnteligence  HTTP Responses  Logging  Advanced

Eitter by Device | Y Search Rules

* Integrates multiple security features into a e B R ER E
single access policy e
* Reduces manual configuration of policy o

through inheritance and template use. C e s o o

Applic
Any
OpenssH
ssH
Any
1cMP
IOMP for 1P
Any

Any

Prefiter Policy: Demo Prefter Poiicy

Saurce
Parts

Displaying 1 11 0f 11 ruies

Dest
Ports

uoe (17):8
any

any

any

any

SSL Poicy: None

Analyze Hit Counts.

Cancel

Identity Policy: NGFWidentityPolcy

X | [[] Show Rule Conflicts @ + Add Category  [EEEEREEN

Any
Any
Any
Any
Pornograp!
Adult (Any
Qambling (
Lotteries
Hate Spee:
Any

Saurce
S6T

Ay
Any
Ay

Any

Any

Ay

< < Pags |1

o ain BORASDEMW gt

Ay @Tst

Ay @Blockw
Any @ Block wi
Ay @Block

Ay @Blockw

Ay @slockwi

Jot15> 1| Rules per page: 100

o
Bo
Bo
Bo
Bo

Bo

/9
7/
/%
7/
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FMC: Automate Security Response

Reduce the noise and connect the dots

* Correlate Security events

* Trigger automated response
Email
* Syslog
* SNMP
Remediation module

* Integration with Secure Network
Access and other Cisco/3™ party
products

il
cisco S E C U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Co

Correlation Policy

s

g

Correlation Rule

~N

s

\§

Correlation Rule

Correlation Event

[100,000 eventsJ

Action

|
=




Unified Event

Q

@ Showing 6,739 events (-

W Tme

> 2020-

6,565 9 1

Event Type

-17 15:46:36 ki

74)

Action

WrUSION Would haw

Viewer

Reason Source IP Destination P

-

2020-12-17 14:46:51 - 2020-12-17 15:46:51 / 1h W Real-time

Destination Port /
ICMP Code

Source Port /

st Web Application
ICMP Type

True Correlation
Clicking on the

wrusion Polcy in *Detectior

Intrusion Event
highlights the

D 0/ igmp

> p. 15:46:34 = Connectior
» 20201217 154634 | = Comnecs associated
> 202 15:46:34 = Connectio .
e e Connection Event
> 2020-12-17 15:46:34 * Connectior 2020-12-16 10:28:17 = Gonnection
» 20 )-17 15:46:34 = Conbction © Allow > 2020-12-1610:28:17 = Connection © Allow
> 2020-12-1610:28:17 = Connection © Allow
> 2020-12 15:46:34 nnection © Ao t 1
> 2020-12-1610:28:17 = Gonnection © Allow
> 202 15:46:34 = Connectior © Alow
> 202 2 15:46:34 = Connection © Alow tL
> 2020-12-17 15:46:34 = Connectior © Allow Source IP: fo20: 25¢5:MT 800913118 v
20! 7 15:46:34 to © Allow Initiator User: Not ~ound
<UZ0 e connechor Alow
Destination IP: 170216
-—— ———
7 15:46:34 © Alow Egress Security Zone: SZ_Out Aucast L
3 12-17 15:46:34 o © Atow Source Port/ ICMP Type: 143 (Muiticast Listaner DISCO/ErY V2 16pors - K6 3... o 0 o
Destination Port / ICMP Code: 0 / Ipvt-Icmp
> 20, 15:46:23 ¥ Intrusion Would haw d Appllcation Protocol: ICAP for IPUS 900 / udp
> 2020-12 ) 15:46:22 = Connectior © Alow Application Protocol Category: retwork prolocoks/services nCast {(No Code) / &
> 202 2-17 15:46:22 = Connectior © Allow Client Application: [CMP for 1P5 clent aticast LI 0/ ipvB
> | 2020-12-17 15:46:22 = O © Alow > 2020-12-16 10:28:17 - Connection © Allow el T
201216102817 = Cornecton © Allow
> 2020-12-17 15:46: = Connectior gicastLi 0/ ipvB-icmp
: pAs:22 L e > 2020-12-1610:28:17 = Connection © Alow J
> 2020-12-1610:28:17 = Connection © Allow
2 2020-12-1610:28:17 - Connection o Aoy
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Health Monitoring Dashboard

Health: FTD TG | © Normal
Viow Systom & Trowbloshoot Details
cPU Interfaces

Overview Memory

Connections

Snort ASP drops

Last 1 hour s,

2022-12-21 0B:47 -

B3

2022-12-21 09:47

.
- FMC and Managed Firewalls e et e e e e
- All deployment modes — ”
standalone, NGIPS, HA, e i T
C H I h S Process Health Critical Processes ~ All Processes  Disk Usage
® u Sto m e a t tats Entire Disk Critical Partitions
e Data Plane NGHW Marager SI Dsta S lunnel Snor01 5= Connecior
Convlar 28\ 54 «i 54%
) N € :
« Overall Cluster Stats added
I n 7 : 3 Health: ngfwy-cluster Last 15 minutes
View Svstem & Iroubleshoot Details ... -12-21 1120 - 2022-12-21 11 35|
e e - e
M M Cluster Members Manage Clusier
- Power Supply Monitoring i = a
. \
for 4100/9300in 7.3 :
S
Cluster Overall Performance
L m(iPU - m“m::ﬂowm Input Rate Output Rate Active Connections  NAT Translations
5 ol 25 5| LR R 02D =
alraln
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VPN Monitoring Dashboard

Application aware firewall policy enforcement, path selection, and decryption
DEPLOYMENT SCENARIO
* Mid to Large VPN deployment base

i i 1 H i+ Firewall Management Center erview nalysis olicies evices jects ntegration o BLR\adminy = b
* Monitor user activity and session details k= Remata Accesaven " A o ° O agn Depoy Q@ & @ SR aemny | Uk secuRe
* Capacity Planning and availability statistics Bessiom, Active Sessions - +]- ) [t ]
Select Type -

By Device ’ P
BENEFITS ® FTD14 (250) ; ] .

B Less than 10
+ Consolidated Dashboard ] s

. 100 to 1000
* User Geolocation info 100010 10000
* Analytics for the deployment base, such as Gasstniele blnes Active Sessions (250)
2 |dentity Certificates Y Select % Refresh

common workstation OS platforms A1 cortifcato expirng n 110 30 days

© 1 certificate is expired

User Name Assigned IP Public IP Login Time Gateway Client Application Client 0S Connection Pro... Group Policy Actions
* Terminate one or all VPN sessions for il | e 2 e B0t Eoig P snen omewwer = B
upgrade pla nnlng user527 192.168.114.251 202.12.101.28 2022-07-120. FTD14 win BLR-VPN DfitGrpPolicy
user610 192.168.114.252 2021210211 2022-07-120 FTD14 win BLR-VPN DfitGrpPolicy
user829 192.168.115.87 202.12.27.30 2022-07-120. FTD14 win BLR-VPN DMtGrpPolicy
user833 192.168.11588 202.12.27.34 2022-07-120. FTD14 win BLR-VPN DfitGrpPolicy
user823 192.168.11589 202122724 2022-07-120 FTD14 win BLR-VPN DftGrpPolicy

usersa7 192.168.115.00 2021227.38  2022-07-120.. FID14 win —
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Anyconnect customization

- Customization of

- GUI Text and messages

Add Secure Client File

- lcons and Images

- OnConnect/Disconnect Scripts

- Works with Cisco Secure
Client (Formerly AnyConnect)

alraln
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WAN Summary Dashboard

7.4 Release

Dashboard refresh
controls

- The overall health of
the Firewalls in WAN 1)

topology

uuuuuuu

- Application Bandwidth |-
Consumption Data

nnnnnnnnnnnnnn

- Inventory of Devices
part of WAN topology

- Detailed View in

Last| 1 week

ooooooooooooo

sssssssssss

—
VPN Topology

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Device Inventory WAN Device Health
All Models 4 cevices
Cisco Firepower Threat Defense for VMware 4 devices

eeeeeee

e View in Device Management Q

Health Monitoring
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7.4 Release

Low Touch Onboarding to On-prem FMC

Add Device X

Select the Provisioning Method

(O Registration Key (® serial Number

3. Poll IP updates 1. DDNS request to send IP update

CDO LTP Service

2. Lookup IP from request header

@ Step 1: Create SecureX and Cisco Defence Orchestrator
(CDO) accounts

SecureX and CDO are cloud services that are required for serial number
onboarding. If you don't already have accounts, perform the following
a. Create a SecureX user. Learn more

b. Request a CDO tenant. Learn more

4. Update /etc/hosts

@ Step 2 : Integrate the management Center with SecureX

SecureX Integration is required to add an on-prem management center to
CDO. Secure X Integration

° Prerequisites are complete. Click Register to launch CDO to register
using the serial number

asco SECURE
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FMC Integrations
Visibility and analytics beyond network discovery

* Close integration of FMC with Secure Endpoint B o

* Standards based threat indicators (STIX/TAXII)
* Cisco Threat Intelligence Director (CTID)

* Drive down TTR with broad detection and =
collation \ -
* SecureX threat response B wdan
* Leverage other Cisco and 3rd party product to =

Target ERdpoint
Windows, SP 0.0 V'

extend visibility
* FMC external Cisco lookups

* Leverage SIEMs with Unified Events

alraln
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Contextual cross-launch

Tight integration and pivoting to accelerate threat hunting

Right-click on an IP address

Ingress Egress
RespondenIP léii;:':nder Security  Security
it Zone Zone ¢ & m M W

184.24.33.12 g USA InZone  DutZone ) . .
* Pivot directly to Cisco

184_?‘( ’!‘1_]"\_ e LA A | P FV_VCN fat one
o Whitelist IP Now ;féone Architecture
] Qpen in Context Explorer
S P zone *  Pivot 3™ party tools
52.8] tZone ,,
IBM X-Force Exchange IP EOCATIONDATA .
| Looking Glass 1P one —— * Reduce time to analyze
ooking Glass
’ EWNER DS loCs to drive down TTR
52.84 Recorded Future IP one IPADORESS 1222342878 v W
L]

52.8. Threat Grid IP A one BEdUCE f:ompIeX|ty of
52.g, Threat Response IP one Integratlon
5.8 Umbrella IP one
52.8 Virus Total IP *kzone

é Select Talos IP lookup

‘dsth’ SECURE




Dynamic Policy Across Multicloud Environments

Secure Zone-based & Secure Firewall
Workload Segmentationtes 1, ¢y Seamless Integration
sEs Unified segmentation policy across
/ \ Secure Firewall & Secure Workload
Microsegmentation Firewall /]\ Dynamlc Policies

rules Policies m’ H Policy updated dynamically based on

_— application communications information

b
b
i
iO
B0
i

to AWS and Azure security groups

Expanding to Cloud Providers
@ This fall, extending recommendation functionality

‘‘ Eagerly awaiting this! Integration across our multicloud controls
will help drive better security in our distributed environment. ’’

-- Global payments and fleet management enterprise

‘asco SECURE



Cisco Secure Dynamic Attribute Connector

Problem: In a dynamic and multicloud world,
admins struggle to keep up with ever changing
object IPs as workloads are spun up, down and
change.

Solution: Cisco provides a programmatic way
to create, deploy and maintain dynamic
objects.

Benefits: Dramatically reduces the admin
overhead to keep security policies up to date,
provides on demand updates without a deploy.

Gain confident control of cloud services and
other dynamic environments.

il
cisco

Add Rule
Name Insert
Enabled below rule v 1

Action Time Range

© Allow v g None v |+

Zones Networks  VLAN Tags Users Applications Ports  URLs Dynamic Attributes
Available Attributes C* Selected S0

Q. Search by name ocvaly any

Security Group Tag Add to Destination

Device type

Location IP

Dynamic Objects

Inspection  Logging

Selected Destination Attributes (0)

any

Comments




Cisco Secure Dynamic Attribute Connector

Integrations:
AWS instances
Azure instances
Azure service tags

VMware categories and tags managed by vCenter and
NSX-T

Google Cloud
GitHub
Office 365

alraln
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Cisco Secure Dynamic Attributes Connector

Dynamic Mappings

Object

Linux- 172.16.0.1

Servers 72.16.0.3

10.0.1.11

W e

e
: 10.0.1.20

Powered-On 10.0.1.14

“

os = 'RHEL 7 (64-bit)’
Linux- i OR
Servers veenter os = 'Cent0S 7 (64-bit)’
feee] ( 1
s nll {REST} 1 FmcC !
! os = 'MS Windows Server 2016 (64-bit)’
1 Adapter H | . AND
t\ ! Z::j:::_ vCenter network="PROD_NETW’
AND
FMC Power='running’
[
(Consu mer) YT Power="'running’ 1 vCenter 1
on vCenter AND 1
(network="'PROD_NETW’ OR host='SplunkVM’) [} Connector
1
Benefits:

. Sensors immediately see
dynamic object changes
. Change without policy deploy

vCenter Private Cloud

il
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Y= & Cr=
Lt b —_—
———] CSDAC CSDAC in CDO’s ——| CSDAC
. (Linux Machine) Tools & Services in FMC
CSDACIin FMC =———— )
Connectors. S Dashbosrd ———

VVVVV o ’ =

e : e —

— —

Standalone Cloud Delivered
-1, Firewall Management Center Oveni Analvsi Pol Devi obi | ) I
3] iearation / Dynamic Afirbutes Gonnector verview nalysis olicies evices jects  Integration gy Firowall Management Center oo, poapus  poscs Devices Objects  Itogrtion veply O @ @ admine | U secure
. . —~ Dynamic Attributes Connector @) oisable
Dynamic Attributes Connector @) pisable V! O isab
Dashboard  Connectors  Dynamic Attributes Filters
Dashboard Connectors Dynamic Attributes Filters
s s s
Greate a Dynamic Attrbutes Fiter
Ther
ucans

- You must configure

- 0 « Connectors

vCenter

200 *  Dynamic attribute filters " N |

- You do not configure any adapters

‘dsth’ SECURE



External User Identity with CSDAC

Key motivation

Customers want to use ldentity Services Engine (ISE) 802.1x Authentication with Lightweight
Directory Access Protocol (LDAP)

FMC today does not support LDAP in Passive Authentication

Three new connectors added to CSDAC

Add 10.0.0.1 to Dynamic Object DO_LAB1 Allowed
Add Dynamic Objects to AC
CSDAC Rules (One time operation)
Mappings

FMC

ISE Connector — creates IP-to-user mapping

LDAP Connector — creates user-to-groups By e o CET———"
mapping ] e NEE e
Decorator — creates IP-user/groups mapping oAP usar/group

ser session is

published by ISE.
Object is dynamically
M M pdated on all firewalls
Adapter configuration has not changed 2P thows poiey
LDAP g i B éups,Dc:lsm, deployment.
DC=COM

il
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Azure AD Integration

Azure AD
- Objectives

- Integrate Secure Firewall user identity with Azure AD and ISE
- Receive Azure AD logins from ISE /
- Active authentication not supported in this release

- Enforce access policy based on Azure AD users and groups
policy group Users and

- Feature Overview Groups
- New Azure AD realm to get users, groups from Azure AD
- Receive and process Azure AD user sessions from ISE

T

- Stream real time user, group membership changes

using Azure Event hub. Ese,r /L ¢
ogin/LoOgou
- Revamped Ul for User Analysis Screens ISE 8 & FMC
Events

.
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4100/9300 Chassis Registration to FMC

Firewall Management FPR 4100/9300 Series
Center Chassis

- FMC have capability to register 4100/9300 chassis into device list
- FXOS faults (including HW bypass) collected by the FMC
- Chassis events available in UMS messages, Health Monitor and Events

asco SECURE



Secure Firewall Device
Manager (FDM) e



What is Secure Firewall Device Manager (FDM)

Easy set up

Control access and set policies
Automate configuration
Enhanced control

Role-based access control

High availability

NAT and routing

Intrusion and malware protection
Device monitoring

VPN support

Support for Secure Firewall in GCP

il
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Simplified Firewall Management

!O! Wizard-based guided workflows

)\ Predefined security policies for quick
administration

B § Builton FTD Device APIs

il
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API-First Approach

An open, documented management and reporting architecture

Achieve operational Automate complex 00 ° Integrate with
efficiency tasks at scale a&n ecosystem
Key Features o and DO use the
¢ Day 0 Provisioning . . y
STl 0 — o S h g €
° Day 1_2 \ - -
Configuration FDM CDO
Management " n / a
m - -
= m —>  [] FTD (@) >
. - - he APIs Automation Scripts
° O eratlons N\ Everyone canuset '
P ! FDM for automation Orchestration Tools:

Troubleshooting,

o : * NSO, DNAC
onitoring - Ansible, AlgoSec,
o FID [ \\/, Tufin
= .

alraln
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Cisco Defense
Orchestrator



Cisco Defense Orchestrator Overview

Consistently manage policies across your cisco security products.

CDO is a Cloud-based application that cuts through complexity to save time and
keep your organization protected against the latest threats.

Key Benefits

*  Cloud-delivered Firewall Management Center aws S/ Azure @
. o R ing U
* Streamline security management %3 oaming sers
* Reduce time spent on security management Cloud applications
o i
tasks up to 50% | | cisco Peliies. |
* Achieve better security while reducing » Policy - 0O

Visibility and Evening — Secure Analytics
Incident response - SecureX

SD-WAN

complexity

. Prioritize response 9.‘.. On-premises network
Branch '="_: / / \ \
[l e
e LD @ == E L
© ConS|Stent p0||Cy enforcement oral Admin Network Data center Users

*  Faster device deployments

| T Configuration management
alfatfn

cisco S E C U R E © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information 108



Cloud / SaaS Delivery Advantages

Highly available, full featured/managed cloud deployment

Global

Connects to devices using device APl with TLS v1.2
Configuration encrypted at rest and in transit.
CDO data center locations:

* AWS-US

* AWS - EU Central

* AWS-APJC

Secures management access using role-based access
control with SAML-based two-factor authentication

Allows multi-tenant management — full
client separation

‘asco SECURE

Scalability / Flexibility

No maintenance

99.999%

SLA Backed Uptime

Faster feature delivery
Low up-front cost

Responsive to new requirements

m il 7

Provision in Subscription pay
<1 day as you grow model costs

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information
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NEW

What’s New? — CDO

p
June 2023 CDO is continually updated, check here for the latest information
* Cisco Multicloud Defense (To be announced
at Cisco Live)
* FTDv provisioning in the public cloud (Beta)
* Firepower Migration Tool cloud hosted (Beta)
* Consolidated Remote Access VPN Dashboard
for ASA and FTD
* Improved Event Filtering
J

asco SECURE



https://www.cisco.com/c/en/us/td/docs/security/cdo/whats-new-for-cisco-defense-orchestrator.html

Cisco Defense Orchestrator

Use the CDO MSP portal to manage an unlimited
number of customer accounts

Easily view and search devices across all customer
tenants

Split customers across multiple MSP portals to limit
admin access

Low Upfront Cost(s) — Pay As You Grow
C Minimized Deployment and Adoption Time
CJ Central Visibility with the MSP Portal
Support for a Multi-Tenant Architecture

Audit and Optimize
Drive Automation Via API

il
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Secure Services Edge Enablement
ASA to Umbrella SIG SASE Tunnels

* Onboard Umbrella Organization

* View, Manage and Create SSE tunnels
from Branch ASAs to Umbrella SIG [ e od

rellaOrgbranch2montreal ASA

* Ensure consistency by leveraging Cross
Launch into Umbrella Dashboard

ing Interface @ *

d GigabitEthernet0/2

pppppppppppppppppppppppppp

7 N
/ p—
/ N\

)J*"“ Cisco |
/ Umbrella

—y—

alraln
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Consolidated RAVPN Monitoring Dashboard

=
o Cle All Devices. e
-+ Consolidated RAVPN dashboard - pe—— N
@ 60 Sessions
- Customers who have both ASA and FTD e I Ame X, amme s
as VPN head-ends - o e

- Customers migrating their VPN
deployment from ASA to FTD

1 B United Kingdom 30

@ +

l 2 munieasates 30

@ |
® ‘i‘
<

- Filter, search and export the data
- Historical Reporting of VPN sessions

- Usage patterns

. Termlnate SeSS|ons = (7)) (wtorca [ve) (raven ] wea ) (a DBla)
o Al Devices &
=)
....... . oot ¢ rimetp s nvioraron s e ¢ e+ owin + - - =
« Same look and feel as the RAVPN o I Y= ; T TP ey —_ e — : ¥ Pp——
. adiel @ Active Pe 192.168.100.77 fefe:3333:79 18134141124 11:18:54 05/05/2023 Oh:47m:9s - - Bl London, England,
dashboard in FMC © © rae B 1216810050 pras— e PEvE—P— . . Fp——
= anna @ Active Peoria 19216810061 fofe:3333:71 18134141124 112914 05/05/2023  Oh:36m:49s - - B London, England,
temis @ Acti P 192168100108 fefe:3333:77 18134141124 110:5405/05/2023  Oh46m:9s - . 8 London, England,
7 benjamin @ Acti Pe 192168100.72 fcfe:3333:69 18134141124 10:40:14 05/05/2023 1h:25m:49s - - Bf London, England,

\
)
|
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FTD provisioning in the public cloud using CDO

- Easy integration with multi-cloud
environments

- Provision Firewall in any public
cloud environment using a few
clicks

- Combine with CSDAC available in
CDO to enable automated policy
deploy in multi-cloud
environments

A\ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
from CDO after onboarding. Learn more ('

=)

Use CLI Registration
Key

Onboard a device using a
registration key
generated from CDO and
applied on the device

alraln
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=)

Use Serial Number
Use this method for low-
touch provisioning or for

onboarding configured
devices using their serial

number.
(FTD 7.2+)

=]

Use AWS VPC
Use this method for easy
FTD provisioning to AWS

and onboarding the
device to CDO. (AWS VPC
is required)

=)

Use Azure VNet
Use this method for easy
FTD provisioning to Azure

and onboarding the

device to CDO. (Azure
VNet is required)

(=]

Use GCP VPC
Use this method for easy
FTD provisioning to GCP

and onboarding the
device to CDO.
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Firepower Migration Tool cloud-delivered

- Easily migrate from ASA or

Actions

3rd party Firewalls to on- N e
prem FMC or cloud- : | ws o e +
delivered FMC-managed oo I
FTDs —
o — o

- No need for a desktop- 0 e o= | e
based Migration tool as this A o | o
is now cloud delivered as T
part of CDO

‘asco SECURE
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New Dashboard

- Actionable Insights about
managed devices

- Connectivity
- Configuration state

- Tunnel Status
- Remote Access VPN Sessions

- Recent Configuration
Changes

™ Inventory & Objects
(=] -

Connectivity States Configuration States
@ 9 synced o
@ >

12 ® o
o o 3 Notsyn ©
Nad
© 0 confiictDatectea a
@
P
Site-to-Site VPN

&8>

VPN Tunnel Status Issues

C .

Sessions & Insights ©

RA VPN Sessions

Recent Changes

Changes by All Users

May 15, 2023, 3:53:36 PM

May 15, 2023, 3:43:36 PM

3, 3:34:15 PM

cisco S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information

Object Issues
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Improvements to Event Filtering

t fields and values

e]

Type

Event Type

Sensor ID / Hostnam Initiator IP

Search in Background

Responder IP

Port Protocol  Action

Background Searches

Policy

Background Searches

X

Start a Background Search [ View Notification Settings ]

Search Name File Size User Status Run Time Actions
c leted Started Mar 21, 2023, 3:48:03 PM
Search_1679428080471 374 KB admin@example.com o A View Download
(Expires in 5 days) Completed in 2 seconds
@ Completed Started Mar 21, 2023, 3:47:27 PM .
3.74 KB i View Download =
Admiigamplecam (Expires in 5 days) Completed in 2 seconds
C leted Started Mar 21, 2023, 3:46:35 PM
2.25KB admin@example.com o ompg o ks ar 4 4 View Download
(Expires in 5 days) Completed in 2 seconds
662 Bytes admin@example.com (V] Complgted Started Mar 21, 2023, 1:58:39 PM ici: DERIGED
(Expires in 5 days) Completed in 3 seconds
. C leted Started Mar 21, 2023, 10:13:44 AM o
Search 1679408015574 662Bytes | admin@example.com S.Lomplets artecar2l, View Download

‘ased’ SEC

(Expires in 5 days)

Completed in 3 seconds
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Cloud-delivered Firewall Management Center

Now the new cloud-delivered Firewall Management Center boosts your productivity even further.

Ay

Eliminate change management

&

Cisco ensures uptime,
increasing resiliency

o
‘asco SECURE

Firewall Management Center

Support at least 25% more
and update overhead firewalls per tenant

2

No rack space and utility bill,
lowering operational cost

Same look and feel, no
learning curve for existing
users




Unifying Cloud and On-Prem Management

New Cloud-Delivered FMC

Cloud Management

V Simple and consistent UX /\ /\ /\
\2 Q v .lll

Policy 4 Config 4

Easy migration from
on-prem to cloud

1
W

L

154
174

Analytics

consistency U U U

Common services for unified On-prem Management
policy, XDR and logging

P
» Shared components for
P

SecureX Unified Intent-Based Secure Analytics
for XDR Policy for Eventing/
Logging
Common Services

il
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Familiar User Experience

alraln
cisco

i |

P\Efense OF’Ch i Analysis Policies Devices Objects Integration “ReturnHome Deploy Q @ %t @ namiagar@cisco.com v
NV { Acc olicies
—
< Policies / Intrusion / [ Demo_IPS_Policy Used by: 1 Access Control Policy | 1 Device
Mode | Prevention Base Policy Balanced Security and Connectivity Disabled 38106 Alert 470  Block 8899 Overridden 0 Rewrite 0 Pass 0 Drop 0 Reject 0
Base Policy = Group Overrides & Recommendations ( Not in use = Rule Overrides ="
Summary Back To Top
50 items Filter Rule Group +  Rules
All rules assigned to current intrusion policy irrespective of rule group
All Rules )
Rule Action v 'Y Search by CVE, SID, Reference Info, or Rule Message
> Browser (6 groups)
47,475 rules PresetFilters: 470 Alert rules | 8,899 Block rules | 38,106 Disabled rules | 0 Overridden rules | Advanced Filters
> Server (8 groups) ) acipsip Info Rule Action @ Assigned Groups
> Policy (1 group) > [0 1:28496 4 BROWSER-IE Microsoft Internet Explorer createRange user after f... ‘ A Alert (Default) ‘ Browser/Internet Explorer LR
> Indicator (4 groups) > 1:32478 [ BROWSER-IE Microsoft Internet Explorer CSecurityContext use af... ‘ A Alert (Default) ‘ Browser/Internet Explorer awm
> Potentiall Applicati 2z ———————
otentially Unwanted Applications (3 groups) > [J 13247907 BROWSER-IE Microsoft Internet Explorer CSecurityContext use af... ‘ A Alert (Default) ‘ Browser/Internet Explorer LB
> File (9 groups)
> [ 12683305 BROWSER-IE Microsoft Internet Explorer html reload loop attempt ‘ A Alert (Default) ‘ Browser/Internet Explorer awm
> Malware (5 groups)
> [J 13162204 BROWSER-IE Microsoft Internet Explorer onreadystatechange us... ‘ A Alert (Default) ‘ Browser/Internet Explorer LR
> Operating Systems (5 groups)
Y ) 1:31621 [ BROWSER-IE Microsoft Internet Explorer onreadystatechange us... ‘ A Alert (Default) ‘ Browser/Internet Explorer a.
> Protocol (9 groups)
> O 27766 3 BROWSER-PLUGINS Oracle Java Security Slider feature bypass a... ‘ A Alert (Default) ‘ Browser/Plugins LB
> 1271103 EXPLOIT-KIT Blackholev2/Cool exploit kit outbound portable exe... ‘ A Alert (Default) ‘ Malware/Exploit Kit -l
> [0 1:29165 [ EXPLOIT-KIT CritX exploit kit outbound jar request ‘ A Alert (Default) ‘ Malware/Exploit Kit L]

SECURE
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Simple Onboarding Experience

- Registration Key based Onboarding =) [

Use CLI Registration Key Use Serial Number

- Zero Touch Provisioning using S/N

FTD Management

Onboard a device using a registration
key generated from CDO and applied
on the device using the Command Line
Interface.

(FTD 7.2+)

Use this method for low-touch
provisioning or for onboarding
configured devices using their serial
number.

(FTD 7.2+)

Manage FTD Policies
Create, edit, or manage FTD Policies

@ Onboard an FTD
Onboard an FTD Device

=‘.._ E1/1 (Port 1)
m = Outside DHCP Client
QP

Migrate FTD to Cloud

@ Migrate FTD Manager from Firewall Management .
Center to Cloud-Delivered FMC via CDO Cisco Cloud
M1/1
@ Dynamic Attributes Connector Management
DHCP Client

Configure Dynamic Attributes

alraln
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Easily migrate to Cloud-delivered management

FTD Management

Manage FTD Policies

Create, edit, or manage FTD Policies

@ Onboard an FTD

Onboard an FTD Device

Migrate FTD to Cloud
Migrate FTD Manager from Firewall Management
Center to Cloud-Delivered FMC via CDO

@

@ Dynamic Attributes Connector

Configure Dynamic Attributes

‘asco SECURE

Easy Launch Points from
Cisco Defense Orchestrator

% Tools & Services Dynamic Attributes Connector

{@} Settings Secure Connectors

= FMC Health

Migrate FTD to Cloud



Easily migrate to Cloud-delivered management (Contd.)

Inventory / Migrate FTD to Cloud

Migrate FTD to Cloud

Migrate F 1o cloud

o Select OnPrem FMC OnPrem FMC: fmc-namiagar.cisco.com

o Select Devices

Select FTD device(s) to migrate to cloud from OnPrem FMC and specify an action in bulk or per device.

Q Name Multi-Device Action = Retain on OnPrem FMC for Analytics b
Name Domain Action
vancouver-branch-ftd Global

Retain on OnPrem FMC for Analytics b

0 device(s) selected

Migrate FTD to Cloud

Displaying 1 of 0 results

e Finish

@ cisco_namiagar
namiagar@cisco.com

Cancel

D After completing the migration to cloud process, you have up to 14 days to try CDO as your
FTD manager and commit or revert to OnPrem FMC as your FTD manager.

After 14 days have passed, the actions you selected during this process will be automatically
applied to your devices on OnPrem FMC without requiring further action from you. Learn more

Please ensure DNS and other required configurations are correct so that the selected FTD(s)
can reach CDO. Learn more

alraln
cisco

SECURE
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Logging and Analytics — On Prem/Cloud

lsco Defense Orchestrator Inventory / Migrate FTD to Cloud

Hide Menu Migrate FTD to Cloud
Migrate FTD from OnPrem F

Inventory
o Select OnPrem FMC OnPrem FMC: fmc-namiagar.cisco.com

Policies Select Devices Select FTD device(s) to migrate to cloud from OnPrem FMC and specify an action in bulk or per device. @ After cor
FTD mar

Objects Q | Name Multi-Device Action = Retain on OnPrem FMC for Analytics v After 14
applied t

VPN Name Domain Action Please
can rea

vancouver-branch-ftd Global Retain on OnPrem FMC for Analytics >

Analytics 57782 ) )
Retain on OnPrem FMC for Analytics

Delete FTD from OnPrem FMC

Change Log

Jobs

Tools & Services

1 device(s) selected Displaying 1 of 0 results

{C}} Settings .
Migrate FTD to Cloud

Finish

asco SECURE



Cloud Analytics Dashboard

il
cisco

FTD Dashboard

Orchestrator

Hide Menu

Overview Threats Network Status

—
B Last 1 hour B8 Select devices

Network Activity Access Control Actions

90
67.5
45 I
225
o 2
VPN and Zero Trust 225%
45 5
3
67.58
90
' . .
Vv Analytics > 17J0un13:30  17Jun 13:40 17 Jun 13:50 17 Jun 14:00
L Action Events  Percent
¥ Egress ! M Allow 37,715 99%
[ Ingress ——— :
— ! : W Block 555 1%

Top Malware Signatures Top Access Control Rules

Settings

Rule Name | Events v

Unhealthy Devices

Device Name Alerts
FTD-4
Namit-home-1010 12

Top Intrusion Attackers

’

@ cisco_namiagar
namiagar@cisco.com

Top Intrusion Rules

Rule Message | Events v/

(stream_tcp) reset outside window (129:15:2)

BROWSER-OTHER HTTP characters prior to...

PUA-P2P Bittorrent uTP peer request (1:16... 32 &
(icmp4) ICMP ping Nmap (116:434:2) 14¢
BROWSER-IE Microsoft Internet Explorer lo... 12¢

PROTOCOL-DNS SPOOF query response wi... 11¢
PROTOCOL-SNMP request udp (1:1417:18) 11
PROTOCOL-SNMP trap udp (1:1419:18) 11¢

Top Malware Senders

‘dsth’ SECURE




Cloud Delivered Dynamic Attributes Connector

Dynamic Attributes Connector Q

- Update policy in real
time using attributes
from dynamically
changing cloud
environments

Dashboard Connecf tors Dynamic Attributes Filters Adapters

Dashboard

- Monitoring Dashboard

¢ Change Log

- Multi-tenant support el = o | o
- Support for On-Prem ()

and Cloud Delivered
F IVI C £ Migrate FTD to Cloud Go to Connectors

il
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Connectivity Flow for AD/ISE

.................................................................................

m [ edrmc
o

Private
Network

FTD used as a Proxy

alraln
cisco S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information



Secure Firewall support for Cisco Defense Orchestrator

Hardware Minimum Software
Firepower 1000 FTD 7.2

Firepower 2100 FTD 7.2

Firepower 3100 FTD 7.2

Firepower 4100 FTD 7.2

Firepower 9300 FTD 7.2

Virtual — Private Cloud KVM, VMWare FTD 7.2

Virtual — Public Cloud Alibaba,AWS, Azure, GCP, HyperFlex, Nutanix, OClI, ETD 7.2

OpenStack
ISA 3000 FTD 7.2
Meraki MX I l R T 2 Latest software update

alraln
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Cisco Security Analytics .
and Logging e e e e



SAL (SaaS) Cloud Hosted Features

Cloud storage 90 days (default) up to 3 years, with
viewing and download enabled within CDO

(6’ Supports all Cisco FTD & ASA devices. Direct-to-cloud
-——

==== Option enabled for FMC 7.0+ managed devices

OTER  firewall log analysis for advanced threat

=4 detections using Secure Cloud Analytics (SCA)

Correlation of firewall logs with internal network
and cloud logs in SCA

Existing CTR-SecureX customers can opt-in to SAL
l.l.ll logging easily by merging with their SecureX tenant

il
cisco



CDO: Cisco Security Analytics and Logging

Reduce complexity and logging event volume

DateTime

May 16, 2019 3

TChangcRagest 4 Meona

My 16, 2019 3:41:34 PK

May 15, 2019 3:41:34 PM

May 16, 2019 3:47:34 PM

May 16, 2019 2:41:34 PM

May 16, 2019 3:27:34 PM

May 15, 2019 3:21:34 PM

May 16, 2019 2:47:24 PM

May 16, 2019 2:41:34 PK

May 16, 2018 3:21:34 PK

Connection

Conrection

Conrection

Canrestion

Canrection

Conrection

Conrection

Canrection

Seures

P

224070

2240229

2220227

22.4.0.230

22.40.227

2240202

22.4,0,200

22.40.206

Dastisation

P

2.253.0.721

2.283.0.227

2.283.020

2.253.0.230

2.253.0.721

2.283.0.12

2.253.0.02

2263007

2253070

2.2583.0.75

o~

Detai

Mlon

Alow

Al

flow

Alow

Alow

Hlern:

C

solution104
rap bt

i

‘dsth’ SECURE

i

= o b

Store firewall and network logs securely
in the cloud, accessible
and searchable from CDO

Identify and enrich high
fidelity alerts

Enable smarter response and
reduce investigation times

Enhance breach detection
capability using best-in-class security
analytics



SAL On-Premise Features

il
cisco

FTD (including data plane logs) and ASA logging in
a scalable data store hosted on-premises

Logging wizard in FMC 7.0+ simplifies on-premises
and cloud logging configuration

FMC 7.0+ logging and analytics scale drastically
extended by a significant 300X magnitude via remote
query of SAL/ SNA 7.3.2+

Context pivot to SAL’s event viewer in Secure
Network Analytics (SNA) for enhanced context

Multiple Flow Collector support with Firewall to
Flow Collect mapping

Al
cisco
rewiell Events

Event Graph

I Stealthwatch ciscocon «

oo

Visibility Assessment

‘Security Analytics and Logging On Prem

Last Day

108

Displaying 100 of 467,230,542 events.

2020-10-19
1

2020-10-19
14:59:33

2020-10-19

FILE_MALWARE

FILE_MALWARE

FILE_MALWARE

FILE_MALWARE

i AN 00 st b,

1016 o

100122020 [5 300PM (3| Enddster 10M19/2020 [ 300PM O




FMC Integration with Cisco Security Analytics and
Logging (On-Prem )

Firepower
Deployment

Easy button for setup e 5
© Firepower Threat = -
: Defense devices : :

- Setup FMC analytics cross launch links to the Secure

L o N
Analytics console == —==- nowork | BEE ESE L events
| ((A O_Jra_ff'c_ > 1 2 _nsyslg
: | D '
- Setup remote query credentials from Secure I_@tw_ork_ 5 o= |
Analytics datastore S * ............ : : , Secuity
. : nalytics an.
. . . mgmt | | L;ggin_g (On
Longer Event Retention and increased scale ot | | Doployment
. ata
Network : e LT _
. . . dministrat ; v 5 ;
- External Storage through Cisco Security Analytics and ™" @ Adminiswate: & ;;Cross-;%‘ Stealiwateh
Logging On-Prem Ao . Fiepower i Console
: Management
Center
- Auto select event source or manually specify ""v{e'v;'ﬁ'r;tp',;v'v'e;' B
events

- Multiple Flow Collectors as event destination

‘asco SECURE



Security Analytics and Logging Licenses

3 license tiers (nested)

[e0e ] [ eeo |

crm o= o= °
T 1 T 1 T 1
N N N N N N
L1 1 | 1 1 | L1 1 |
. . .
Logging and Logging Analytics and Total Network Analytics and
Troubleshooting™ Detection Detection
Scalable FTD and ASA event logging both Firewall log data analysis using the Consolidated analysis run on combined
in the cloud and on-premises, with API behavior-based threat detections of Secure dataset of firewall, internal and public
integration with Manager; CDO for Cloud Analytics (SaaS) cloud logs for comprehensive threat
cloud, and FMC for on premises stores detection

*Security Analytics and Logging (On Premises) is currently only available with Logging and Troubleshooting License, which includes remote query by the FMC

‘dsth’ SECURE



Cisco Secure Firewall ASA . . . . ..



Adaptive Security Appliance (ASA)

Robust and effective firewall with stateful inspection and VPN functionality

ASA 5500X Series or Firewall hardware and ASA Stateful Firewall OS

+ Key Benefits
* Basic inspection ( L2-L4)

* Layer 7 Protocol Inspection ® 6 o o o

* Simple 5 tuple-based rules o o

*  Multi-Context

* VPN load balancing e o
« Features o o

* Remote Access and Clientess VPN e o

* EzVPN, IKEV2/L2TP, DTSL1.2 °

* Site to Site VPN
*  SSO with SAML, DAP
* Routing, CG NAT, QOS

‘dsth’ SECURE



ASA Software Provides

Robust, resilient stateful firewall and VPN concentrator

Vv X

Rule

Stateful controls

Rules based on 5 Tuples
only

Allow or Block as two
primary rule action

asco SECURE

B

Feature

VPN: Remote Access,
Clientess, EzVPN,
IKEV2/L2TP/3rd party
Remote Access, Site-Site
Route Based and Policy
Based VPN, DTLS 1.2
Routing and Quality

of Service

Carrier Grade NAT
DAP
SSO with SAML

i3

@

Automate

Leverage API's to integrate
with SIEM

API’s to create enforcement
based on
5 tuples

=i

Security

Packet Filtering and legacy
Layer 2 to Layer
4 security and controls

No advanced security
controls like IPS, Endpoint,
URL Filtering, Application
control etc.



ASA Installation Modes

Platform Mode Appliance Mode

* Provisioning and Initial configuration done from FXOS * Provisioning and initial configuration
CLI or Firewall Chassis Manager can be done from the ASA CLI or ASDM

* Firewall 2100/4100/9300 * Firewall 1000/2100

* Default before 9.13.1, maintained on upgrading from * Default starting ASA 9.13.1 ( fresh
lower releases to 9.13.1 or higher installation or reimage )

* FXOS CLl is used only for advanced
troubleshooting

‘dsth’ SECURE



ASA Release 9.19.1 Highlights

Q Platform

BGPv6 Graceful Restart
DHCPv6 Support
Flow Offload extended to non-IPSEC flows

VPN
Management

Loopback Interface for VTl and Management Services
Dynamic VTI

Dual Stack Support for IKEv2 Remote Access VPN

TLS 1.3 Remote Access VPN

Public Cloud

Autoscale for Gateway Load Balancer in Azure
ASAv Clustering with AWS Gateway load balancer
IPv6 validation support in virtual deployments

‘dsth’ SECURE



Integrated Security R
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Gain an Integrated Security Portfolio

Need: As IT infrastructure continues to become more diverse, the job of securing it
becomes more dynamic. The perimeter becomes flexible, which requires a broader

portfolio of security solutions.

Cisco offering:

Get more from your Greater security Extend

existing network control points protection

Tightly integrate existing investments, Enforce polices across your entire Remove blind spots, protect users
including Cisco Application-Centric environment, including any device anywhere they go and anywhere they
Infrastructure (ACl) and Network Access administered by the organization. access the internet.

with your Firewall solution.

‘dsth’ SECURE



Cisco Rapid Threat Containment

Proven approach to reduce time and impact of threat

* Automatic network threat

containment using the Open 3 Part
. . y
network as Remedla’fg} E _:I_Z Devices

an enforcer

172.20.100.3 L J
* Threat-centric network

access determines ISE U—» ™ «— @ Secure
network access based on < Workload

loCs Authorization ses

* Richer visibility from

FMC
bidirectional data sharing Ul ACI I & Routers
with the network access EMPLOYEES
ol ln:
=":
Firepower

‘asco SECURE



Protect Your Network Using AMP

Understand the motion and behavior of files through network and endpoint visibility.

Breadth and Control points

& O & @

Email Endpoints Web Network IPS

Telemetry Stream

— )

File Fingerprint and
Metadata

> g

Talos and Malware Analytics
Intelligence

File and Network 1/0

Process Information

cisco S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information

-

Devices

Threat Visibility

= «O»

oo

Retrospective  Behavioral File Threat
Detection loCs Trajectory Hunting
Trajectory
10:57 17:40 18:06 18:10 18:14  18:17
10.4.10.183 Q & &
10.5.11.8 cC © O & 6
10.3.4.51 ¢) ! 393
10.5.60.66 &
Events © Transfer ) Block @ create (D Move () Execute () scan () Retrospective (@) Quaran tine
Dispositions () Unknown {}Maiware (O cClean (O Custom () Unavailable
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Application-Centric Infrastructure

Transparent policy-based security for both physical and virtual environments

i i onfigure Interface, PC, An %
* Link security to software L i |

deﬁned networking CONFIGURED SWITCH INTERFACES ~ S¢tt Sviches To Confiure nterfoces: @ Quick I Adonag
* Create identity-based policy with Application I e
Policy Infrastructure Controller (APIC) N
* Segment physical and virtual endpoints based e - =
on group policies with detailed and flexible S | 2
segmentation M —— T .
Ve swc paRs
Vwitch Policy: [] MAC Pinning ] [ 3
i

alraln
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Control Traffic Based on User Awareness

* Use Active Directory users and groups in
policy configuration

* Use Cisco ldentity Services Engine to provide
identity

* TrustSec Security Group Tag (SGT)

* Device type (endpoint profiles)

il Identity Services Engine

Summary Endpoints Guests

METRICS

Total Endpoints @

< E;b

598 E_:_

» Context Visibility » Operations » Policy » Administration

Vulnerability Threat +

Active Endpoints @

159 .1_

» Work Centers

Rejected Endpoints @

. i AUTHENTICATIONS © @0 X # NETWORK DEVICES © =l
and location carniss oo SRS e s S e e
. |dent|ty Ma pp|ng Propagation & device level rtlilee Fire»poweli Man?gemﬁni‘ge‘nter Overview  Analysis  Policies  Devices ~ Objects ~ AMP Intelligence
filterin .
e g Branch Access Control Policy
* Examples
Rules  Security Inteligence ~ HTTP Responses  Logging  Advanced Prefilter Policy: Default Prefilter Policy ss|
* Block HR users from using personal iPads Eiter by Device | Y Search Rules X | show
# Name Source SGT Dest SGT Action
* Create rules for quarantined iPhones S Thaancatory eranch Ascess ConeiPoiey
v Default - Branch Access Control Policy (1-2)
Quarantined_Systems ANY @ Block with reset

1 block quarantined hosts

il
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Simplify Security Management with TrustSec

Leverage the network and investment

* Scalable and agile
segmentation
technology in over 40
different Cisco
product families

* Enables dynamic, role-
based policy
enforcement
anywhere on
your network

* Extend TrustSec
policies over
Firepower Threat
Defense with SRC &
DST SGT matching

‘ases’ SECURE

%

Simplified Access Management
Manage policies using plain language and

maintain compliance by regulating access
based on

business role

Rapid Security Administration
Speed-up adds, moves, and changes,
simplifying firewall administration to
speed up

server onboarding

a
==
.

Consistent Policy Anywhere
Control all network segments centrally,
regardless of whether devices are wired,
wireless or on VPN

AN
4 = £ das
a = $ W
Employee Developer Financial HTTP
Info A Serve; Server SGACLs
1 1 1
: Deny Employee to Financial Server
1 Permit Developer to Developer Server
. Perrrl:( Guest to Web
Ente rp rise ,g\ Permit Developer to Developer Server
Network &g@
Key i
i
i q
Employee Tag ' i @7 Consistent
i [
’ Developer Tag Accelerated L Simplified Access POIICV AnyWhere
Security Options Management

’ Voice Tag

’ Non-Compliant Tag
‘ Employee Info Tag
’ Developer Server Tag
’ Financial Server Tag

HTTP Tag

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information
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Umbrella Integration

SASE Deployments Auto Tunnel and Common DNS Security Policy

- Common Security Policies for all branches
- Multi-layered DNS Security

- Faster Protection

- Improved Internet Performance

- Uniform Security policy for Hybrid workers

Secure Firewall Management Center

=

—
] )

n _ Cisco
Umbrella APl Integration Umbrella

—— | DNs Policy evaluation

DNS request forwarded =
| NS response from Umbrella
DNS request l‘.l P
H a—
-
= -
DN response

Cisco Secure Firewall

- SASE use case

- Umbrella SIG — Cloud-delivered Firewall

- Auto-generation and deployment of configuration

on Firewall and Umbrella

SASE tunnel

Endpoints CSF (spoke)

. | ispl-wan-link
T b ' s
=‘ ': p}b (" Internet
L - isp2-wan-link D i 4

NAT gateway

Umbrella
Asia - Mumbai

Cloud
applications

SASE tunnel

cisco S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information
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Africa - Cape Town
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Talos



What is Talos?

Talos is the threat intelligence group at Cisco. We are here to fight the good
fight — we work to keep our customers, and users at large, safe from malicious

actors.

Threat Intelligence
and Interdiction

4
S -
vy
qﬂ' ¢ '//F--.
s
____I

Global Outreach

I"_ ———
898 o
O ———

Community

cisco S EC U RE © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information
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Vulnerability
Research and Discovery

A2

X

Detection Research

<>

Engineering
and Development
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From Unknown to Understood

Product A n
nl

Telemetry

- p

Data
Sharing

Vulnerability q
Discovery

£ ®

é@

Network

» Cloud

Threat Traps \./ —

alraln
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» Endpoint %

@,

w

@ Endpoint Detection and Response

Mobile Security

Multi-factor authentication

Firewall

Intrusion Prevention
Web Security

SD Segmentation

Behavioral Analytics

Security Internet Gateway
DNS Security

Secure Email
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SecureX and Cisco XDR . . . ...



Cisco SecureX
A cloud-native, built-in platform experience within our portfolio

~—— Cisco Secure i ~—Your Infrastructure—
< b |m E——— . @
Network Endpoint ar g_ 3rd Party/ITSM  Intelligence
B o, ® s a ° o o ’
« = (B | * & o
Cloud Applications . Identity SIEM/SOAR
\ . J
A Q- )
-- —
Unified Visibility
Cisco '
SECUREX & Q ]| o
Detection Investigation Managed Orchestration
\_ Analytics Remediation Policy Automation )
Your teams @ 252 @
SecOps ITOps NetOps
® @ ® ® ® ®
integrations ribbon & sign-on dashboard threat response orchestration device insights
built-in, pre-built never leaves you customizable for what is at the core drag-drop GUI device inventory
or custom maintains context matters to you of the platform for no/low code with the contextual
awareness

‘ases’ SECURE
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Maximizing operational efficiency

BEFORE: Repetitive,
human-powered tasks

Playbook

Outdated
playbook

Integration
script that no
longer works

asco SECURE

SOLUTION: AFTER: “l combined 9 tasks

Orchestrating security across 3 security tools,

across the full lifecycle 2 infrastructure systems, and 3
teams in one keystroke!”

Pre-built or customizable workflows

“We have never
communicated faster: Our
approvals are automated”

“I make automated “My top 5 most
r.)layk.)ook cha_nges i frustrating tasks
in minutes with a 3 g have all be

drag-drop interface” automated”

ay

Cisco or non-Cisco infrastructure

172



Investigate Any Item: Endpoint

Reduce complexity and time needed for threat hunting

Relations Graph Showing 27 nodes

\/\
@ Target - B

Malicious SHA256

7ea545f v
Targeted by 1 unique threat, 100
times in the last 3 hours
Odns_identity E
197995488 v SHA256
Odns_identity_label SRS
wkstl VvV

5 IP Address

198.18.133.36 Vv
< |P Address @
P 64.100.125 v target endpoint
)\ Hostname Windows 10, SP 0.0 v

wkstl Vv

A256 EO\ | = |

Malicious SHA256

4

L2 8

Unknown OS v

Maligious domain
www.easycounte... V'

&

= - ==

Suspkcious IP
52.1.22.171 v

Suspicious IP
O\ 198.18.133.36 v
Malicious SHA256

075ef3a v

alraln
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Leverage a Seamless Workflow

FTD supplies security events to SecureX threat response

Al Firepower Management Center a

Overview  Analysic  Poliies  Devices  Objects  AMP  Inteligence  Deploy 40 ¥t @ adminv
€IS€0  Analysis / Intrusions / Events.

Bookmerk This Page | Report Designer | Dashboard | View Bookmerks | Search [ predefined Searches v

11 2020-05-08 15:47:43 - 2020-05-08 16:47:43

Events By Priority and Classification eush wsms

Expanding
No Search Constraints (Edit Search}
Drilidowen of Event, Priority, and Classification  Teble View of Events  Packets
[[dumpto..
[ Messape o piorty  Classifation count
v [ EXPLOIT-KIT Rig Exploit it URL outbound communication (1:£2606:3) high Attempted User Priviege Gain 1
v (] MALWARE-CNC Win Trojan.Cryptowall variant outbound connection (1:34318:4) tigh A Network Trojan was Detected 3
v [ MALWARE-CNC WinTrojan.Ursnif variant outbound connection attempt (1:42894:4) high A Network Trojan was Detected 1
v [ MALWARE-CNC DNS suspicious bit tcp dns query (1:42841:6) high A Network Trojan was Detected 1
v () MALWARE-CNC Win-Trojan Kot variant outbound connection (1:50125:1) high A Network Tiojan was Detected 1
v [ MALWARE-CNC WinTrjan.IcediD variant certifcate exchange attempt (1:49552:1) high A Network Trojan was Detected 1
v [] MALWARE-CNC WinTrjan TeslaCrypt sener reply (1:38017:1) low Misc Activity 1

page| 1o Diplaying ros 1-7 of 7 rows

B (oo ) [ ) [ Foven | [ oomoarecen |
[oowar | [oaetea | [Fovewal ] [Gownoms alpasor]

Threat Response S—

Newiwesigstcn  Tate Suphet

woemgence  Moases.

* Limited data is stored in cloud
* FMC can send IPS events to SecureX threat response

v

@2 & 22 82 e B2 -1
vesigaan
Vi Tian Mk 67258000
INDICATORS OF COMPROMISE
Registry Keys o 2 4
Coar
Obsarvaties
Mmoo B www.easycount bdc574d0160c6

westresponse us

10

764947d95583d...”

d2893a0¢58fbf...”
oy

b63310bff942d.
st 0250

236016238efo3...
i e

f9de2da81894b.

77515fa3f7beaq...”

04asdchideedd...

* Any IP, domain, file hash or loC seen in FMC can queried in SecureX threat response, reducing complexity and time for threat

hunting

* Continuous analysis with retrospection facilitates remediation and enhances forensics

‘ases’ SECURE
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Firewall and SecureX are better together

New Features Save Time and Effort New Workflows Simplify Administration

-
Q
|

il
cisco

Simplified smart licensing allows users to

Ci%z Proactively monitor the health of Firewall
have a seamless integration in 3 steps

deployment

Onboard entire suite of FMC API’s directly to @ Streamline PSIRT impact and patch

the cloud management processes
Save time by importing workflows with IR Automate policy management of time-
minimal configuraton 5% “  based rules

%//,,
Access orchestration capabilities at no -~
additional cost )



FMC SecureX Ribbon Expanded

ahal. Firepower Management Center

cIsco ts / Obiect Mar nent Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q& @ #* @ adminv
O Object Managemen
—
AAA Server Network Add Network v | | Q Filter
Access List Show Unused Objects

Address Pools A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network variables, intrusion rules, identity rules,
network discovery rules, event searches, reports, and so on.
Application Filters

AS Path Name Value Type Override

Group Q ..}

Cipher Suite List
any 9.0.0.0/0

Community List

0.0.0.0/0 Network

any-ipv4

B g [;Z q ’ Enter logs, IPs, domains, etc. ‘ RO —
>’ SecureX Ribbon E Applications * My Account
>( Sk ‘ e ‘ K.|shore Chakraborty )
A > ) kischakr+platform@cisco.com
Casebook Incidents Orbital ™ PM-NAM-AMP i Launch ‘ fsg:_i‘nT
esting
{} a Security Services Exchange ‘ Launch Logged in with Cisco Security Account

Settings 'l TG via SecureX-NAM Org ‘ Launch ‘
Ll Threat Grid ‘ Launch ‘
Threat Response ‘ Launch ‘

il
cisco



il
aisco

Events

ype

Connection
File
Intrusion

Malware
£ Time Rang

Start
05/05/2019 04:24:31 PM

Destination

Destination

i= Change Request _ +  None o
—

After 05/05/2019 04:24:31 PM

Live
DaterTime Event Type
May 5, 2019 5:00:09 PM MalwareEvent
Application HTTP
ArchiveFileName 28930249_3cdc7f1
cbabaad769c47541
beaa7e353bbleef2
d.cab
ArchiveFileStatus Extracted
ClientApplication Windows Update
EventSecond 1557090008
EventType MalwareEvent
FileAction Malware Cloud
Lookup
FileDirection Download
FileName 28930249_3cdc7f1
cbabaa4769c47541
beaa7e353bb1eef2
d.cab
FilePolicy CTRNetworkAMPPol
icy
fcfa011140e0e0fd8
db372d88e84b7a14
2036278bd7937fb
May 5, 2019 5:00:09 PM MalwareEvent
May 5, 2019 5:00:09 PM MalwareEvent

Malware

Source

»

192.168.242.220

FileSize
FileStorageStatus

FileType
FirstPacketSecond
InitiatorlP
InitiatorPort
LastPacketSecond
Protocol
ResponderlP
ResponderPort
SHA_Disposition

192.168.242.220

192.168.242.220

“ses' Casebook > Find Observables

8 new observables were found - Select All

@ 28930249_3cdcTt .cab
= 192.168.242.23

= 205.185.216.42

= 192.168.242.220

20 @ download.windowsupdate.com
B 1
7209 = 7221.81.240
Not St¢
(Dispot
Pendin
MSCAf
15570
192.16
54389
15570
tcp
205.18
80
Unavail
deviceld 99441171-6429-
4fab-8436-
030ecc6aedb3
tenantld d082044-338f-
451b-bds0-
1a8a3d6d726b
timestamp *2019-05-
05T21:00:09.0002"
traceld 8583d217-15d0~
4cc2-905f-
b8659698f0ba
205.185.216.42 80 tep
205.185.216.42 80 tep

SecureX threat response and CDO Integration

Pivot to threat response from CDO using the event viewer

ledross

(<8 B

© 2023 Cisco and/or its affiliat
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Cisco XDR for Dynamic Environments

Public 3
Clouds
N\ Google Cloud A Azure
(@ )
b/ VPC, GCP, NSG flow logs and via CSP APIs (cloudTrail, Catalyst
Cloudwatch, Advisor, GuardDuty and dozens more) 9200/9300/9800

kubernetes

Private Ti Serverless
- container
Cloud virtualization

Sensor pod in K8

v
O/.\q—

A
-

On-premises network

/

[l

s ) )j — — o (= _o00)
\\ Admin Network
o .
XDR Analytics m
Secure Analytics Sensor

|
<

NetFlow from endpoints
on network and off network

E direct to the cloud

‘dsth’ SECURE
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— Cisco Telemetry Broker

\

sy

Data center

Users
—
< ISE
< Mirror/SPAN

_, NetFlow/IPFIX
<

o

Firewall/Syslog

® O ONGC




Benefits of Cisco XDR

Where are we most
exposed to risk? How
good are we at detecting
attacks early?

How quickly are we able
to understand the full
scope and entry vectors of
attacks?

Do we have full visibility
into all our assets? Can we
reliably identify a device
and who uses it?

‘asco’ SECURE

‘ Detect So

Prioritize by Impact ‘

oner
‘ Reduce Investigation Time

Accelerate Response .
‘ Extend Asset Context

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Information

Are we prioritizing the
attacks that represent the
largest
material impacts to our
business?

How fast can we
confidently respond? How
much can
SecOps automate? Are we
improving our time to
respond?
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Building Cisco XDR

The most
comprehensive

integrated cybersecurity

Started with Began acquiring Unified
: - . platform on the planet
foundational new technologies and networking
: . . : ; . gets even better
security solutions innovating at a rapid pace and security
2007 2009 2011 2013 2015 2017 2019 2021 2023
f | ® | - | —@ | ® ® | ® o— ®
Network Cloud Web Network Unified Threat CASB Access Management ‘ ‘ r°
Segmentation  Security Access Management Network Security Threat SECURE ¢ o=
Email Security ~ Gateway Control Enterprise Policy Response *
Web Security Firewall |
Gateway Security .
Malware Analysis Services VPN SD-WAN CIOUd_ Email Network telemetry
) ) SD-Access Security becomes
Endpoint Detection Application Performance Supplements :
and Response Cloud Security Management foundations for
NGIPS Traffic Analytics Cloud Analytics XDR outcomes
DC Networking Workload Protection
Over$6BinM&A creeeeeen Over 400 ceerermeee Unparalleled
over the past 6 years ceceeeccocoo threat researchers - cccccceeees platform breadth

‘dsth’ SECURE



XDR Components Reduce

Detect Prioritize by Accelerate Extend Asset

Investigation
nvestigatio Response Context

Sooner Impact Time

Integrations Investigation Integrations

Correlated Prebuilt
Events Playbooks
Incident
Manager

Intelligence

Account
Threat -~
A Device
Automated Correlation
Workflows

Machine Asset

Learning Insights

Automated
Enrichment

[ L 2 L g @ @ ®
Analytics Incidents Integrations Investigate Automate Devices
Detections based on Security alerts, correlated, built-in, pre-built is at the core drag-drop GUI device inventory

raw telemetry prioritized and enriched or custom of the platform for no/low code with the contextual awareness
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Common and Unique Requirements for Secure Firewall
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Internet Edge

High availability and
redundancy

Dynamic routing and
address translation

Integration with end
point security

Integration with NAC
network access control

‘dsth’ SECURE

Data Center
High availability

Scalability

Very high bandwidth, very

low latency
Cloud scale

Hyper-density and
high performing volts

DDoS
IPS capability

Multi-instance

1Sa

Branch

Site to site VPN
High availability
Dynamic routing

Application visibility
and control

Breach detection
Threat intelligence
Incident response
Dual-WAN

Application Aware
Intelligent Routing(DIA)

D

Cloud/Virtual
High availability

Support for DPDK and
SRIOV

Internet edge or VPN
gateway

SD-WAN backhaul
NSEW inspection
Inbound inspection

Device acting as edge

Secure IPS
Separation of duties
IPS capability

Superior threat efficacy
Threat intelligence

TLS decryption

Mirror traffic and deploy

in active, inline, or passive

mode
Network reliability

Scalability

i

Remote Access

Cisco VPN and third-party
VPN clients

Integration with end point
security

Authentication,
Authorization, Accounting

Zero Trust Clientless
access to private
applications



Internet Edge

Key Functions

* Resilience (and scalability)
* Advanced Access Control

*  Block access to malicious IP's, URL's,
DNS

* Dynamic NAT/PAT and Static NAT

* Remote Access VPN

¢ Site to Site VPN

* Detecting malicious network traffic

* Visibility and tracking of file transfers,
Blocking of malicious files

* Dynamic analysis of unknown files

‘asco SECURE

Key Capabilities

* VPN load balancing

* Applications, URLs, Users, and
TrustSec Policy using SGTs

* Talos Security Intelligence
* Carrier Grade NAT
* Cisco Secure VPN

* Point to Point, Hub and Spoke,
Full mesh

* Snort IPS
* Advanced Malware Protection

* Malware Analytics Integration

Service .
Provider - —-
7 Remote
4
, User

Internet Edge

H

DMZ
‘h‘
"W "‘ = =
Firepower or ASA = =3
= =3
HA
Campus/ Private
Network
- 0



Remote Access VPN (RA VPN)

Key Functions
* Resilience (and scalability)
* Advanced Access Control

* Block access to malicious IP's, URL's,
DNS

* Dynamic NAT/PAT and Static NAT

*  Remote Access VPN

* Site to Site VPN

* Detecting malicious network traffic

* Visibility and tracking of file transfers,

Blocking of malicious files
* Dynamic analysis of unknown files

i ﬁccess to private applications
asco SECURE

Key Capabilities
* VPN load balancing
* |PSEC and SSL

Talos Security Intelligence

* AD, LDAP and Radius
* IKEv2
*  RADIUS CoA

* Snort IPS
Advanced Malware Protection

* Malware Analytics Integration

*  Zero Trust application Access

Service .
Provider - —-
'
’ Remote
4
- User
A NAY
ZR HSRP ZR

N/

Internet Edge

4

"W "' = =
Firepower or ASA = =3
= =3

ih‘
HA
Campus/ Private
Network
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Branch

Key Functions

Advanced access control options
Remote Access VPN

Site to site VPN

Dual ISP Support

Block access to malicious
IP's, URL's, DNS

Block traffic to 3rd party lists
Detecting malicious network traffic

Visibility and tracking of file transfers,
Blocking of malicious files, Dynamic
analysis of unknown files

Application Aware Intelligent Routing
(Direct Internet Access)

asco SECURE

Key Capabilities

Applications, URLs, Users, and TrustSec
Policy using SGTs

Cisco Secure VPN

Route Based VPN

IP SLA or Traffic Zones

Talos Security Intelligence
Threat Intelligence Director
Snort IPS

Advanced Malware Protection

Malware Analytics Integration

Data Center N/S

igp: - Firewall HA
=":

N7
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EDGE router (HSRP)

EDGE router (HSRP) | aa
R J[\¢R
E=-E Firewall HA
B I
Wi
Internal D
Network —-—— =

0



Data Center

Key Functions

* Advanced Access Control

* Low Latency Capabilities
* Scalability and Resilience

* Geographic DC Separation

* Detecting malicious network traffic

* Visibility and tracking of file transfers,
Blocking of malicious files

*  Dynamic analysis of unknown files
* Firewall Segmentation

asco SECURE

Key Capabilities

TrustSec Policy using SGTs,
ACI Policy Control with EPGs

Hardware Flow Offload
HA or Clustering

Inter-site Clustering

Snort IPS

Advanced Malware Protection

Malware Analytics Integration

Multi-Instance

Data Center
Edge

Firewall in HA/Cluster

vPC/Port-Channel

Data Center

Distribution

T
H+H

vPC/Port-Channel

Access Layer

i
T
-

Firewall Cluster




Cloud/Virtual

Key Functions
* Advanced Access Control options
*  Remote

* Site to Site VPN

* Block access to malicious IP's, URL's, DNS

*  Block traffic to 3rd party lists

* Detecting malicious network traffic

* Visibility and tracking of file transfers,
blocking of malicious files

* Dynamic analysis of unknown files

‘asco SECURE

Key Capabilities

* Applications, URLs, Users, and
TrustSec Policy using SGTs/CCP

° VPN

* Route Based VPN (ASA) and
Policy Based VPN

* Talos Security Intelligence

* Threat Intelligence Director

Snort IPS

* Advanced Malware Protection

* Malware Analytics Integration

Data Center N/S
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NGIPS

Key Functions

Advanced access
control options

Block access to malicious IP's, URL's,
DNS

Block traffic to 3rd party lists

Detecting malicious network traffic

Visibility and tracking of file
transfers, Blocking of malicious files

Dynamic analysis of
unknown files

asco SECURE

Key Capabilities

Service
Provider

Applications, URLs, Users, and TrustSec
Policy using SGTs

Talos Security Intelligence Active
] ] Ql
] n -
m m -
- - N
Threat Intelligence Director
NGIPS \ NGIPS
Snort IPS X
Advanced Malware Protection )
VPC
Malware Analytics Integration
= =
Internal o= e
Network = =
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